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Chapter 1 - Introduction

Welcome to the Cable/DSL Router test suite (CDRouter)! CDRouter is a
comprehensive test tool for Cable/DSL/SOHO/Edge and wireless routers and
other similar IP devices. The test suite contains several types of tests including
functional, conformance, negative, denial of service, and scaling.

The CDRouter test suite simulates a networking environment by creating LAN
clients, providing an ISP connection to the device under test, and exercising
different protocol and traffic flows. CDRouter can create IP hosts and services
that appear to be operating out in the Internet. The test suite covers a wide range
of protocols and applications that you would expect to find in a CPE router
environment.

The CDRouter test suite is organized into several test modules of related
functionality. Each test module contains several test cases. CDRouter may be run
through an available web browser interface called BuddyWeb. Alternatively,
CDRouter may be run using a test harness called buddy that is run from the
Linux shell.

Before any tests are run, CDRouter attempts to set up a testing environment that
is common to all tests. The initial setup phase includes starting a LAN client and
establishing the WAN connection. Once the initial test setup is established, buddy
moves on to executing specific test cases.
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Chapter 1 — Introduction

This release of CDRouter tests the following areas of a Cable/DSL Router
device:

Ethernet and IEEE 802.11b/a/g wireless interfaces
xDSL router interfaces using OC-3 connection to DSLAM
DHCP client (WAN side)

PPPoE client (WAN side)

PPPoA client (WAN side)

PPTP client (WAN side)

L2TP client (WAN side)

DHCP server (LAN side)

PPP over T1 or V.35

Frame-Relay over T1 or V.35

802.1q and 802.1p VLANSs on the LAN interface
ISP Renumbering Scenarios

NAT for TCP/UDP/ICMP

MSS Clamping for TCP sessions

802.1x including EAPOL, EAP-MD5, EAP-TLS, EAP-TTLS, EAP-PEAP, EAP-SIM, EAP-
AKA

WPA-PSK, WPA-RADIUS, Dynamic WEP using supported EAP types
Built in RADIUS server

Firewall/Security

DMZ host configurations

IGMP proxy/multicast pass through

IPSEC pass through

PPTP pass through

ALGs - FTP, DNS, ICMP, H.323, MSN, RTSP
DNS Failover

SIP ALG

IP Forwarding

DHCP Client Scaling

Dynamic IP Routing (RIPv1/v2)

Virtual Services

URL Filtering

Port Triggers

Universal Plug and Play (UPnP)

Hotspot login via HTTP/HTTPS

DynDNS client verification
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Additional add-ons that extend CDRouter’s testing capability into other specific
protocol areas are also available. Add-ons are available for IKE and TR-069.
Please refer to the user guide for each specific add-on for more information.
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Chapter 2 - Installing CDRouter

The following sections provide instructions for installing CDRouter on supported
platforms. Each release of CDRouter contains binary packages for many common
32-bit Linux operating systems.

Hardware Requirements:

Linux PC with at least two Ethernet interfaces, preferably three interfaces

512M of RAM (1Gb recommended)

Pentium 4 class CPU recommended (2GHz or faster recommended)

30M of free disk space (/usr/bin and /usr/share)

Supported 802.11 wireless card (see Appendix A for supported cards; only

required for IEEE 802.11 wireless LAN testing)

e Supported ATM interface card for DSLAM configurations (only required
for testing with ATM-based DSLAMS)

e Supported T1/E1 interface card for T1/E1 configurations (only required
for testing with T1/E1 based devices)

Software Requirements:

32-bit Linux operating system

Recommended operating systems: Ubuntu 7.04, 7.10, Fedora 7

Tcl/Tk 8.3, 8.4, or 8.5

Linux kernel 2.4.7-10 or greater. (NOTE: Newer kernels may be required
for specific features such as wireless support. Please contact
support@qacafe.com for help selecting a Linux setup.)

CDRouter’s installation process happens automatically once the installer is
downloaded and run. To install CDRouter follow these steps:
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1. Download the latest CDRouter release (or demo version) from the
Customer Lounge (http://www.gacafe.com/lounge)
2. Modify the permissions of the installer and make it executable

# chmod a+x cdrouter-4.1.1.exe

3. Run the *.exe file to start the installation process

# ./cdrouter-4.1.1.exe

4. View the output of the install process to verify that CDRouter installed
successfully. If the install process does not recognize the Linux host
system please contact support@qgacafe.com

Once the install has finished, you must register the system ID and download the
associated license file before using CDRouter. CDRouter will not run without a
valid license file.

CDRouter requires a node-locked license for each installation. License files are
bound to the system ID of the Linux host PC that CDRouter is installed on. The
system ID for a particular Linux host is displayed by the installer during the
installation process, and can also be obtained by issuing the following command:

# buddy —show-system-id

If you are installing CDRouter on system that is already registered with QA Cafe,
the license file for that system can be downloaded directly from our Customer
Lounge. If you are installing CDRouter for the first time or if you have purchased
additional licenses, you must first register the system(s) that CDrouter will be
installed on with QA Cafe. You can register a system in our Customer Lounge
using the system ID generated during installation. Once a system is registered, a
license file which can then be downloaded and installed will be created for that
system.

The QA Cafe Customer Lounge is a web-portal that allows customers to
download software and license files and manage licenses. Please contact
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support@gacafe.com to obtain a user account and password for the Customer
Lounge.

The license file can be installed by changing the name and copying or moving it
to the /etc directory on the Linux host.

The downloaded license file includes the system ID of the Linux host in the
filename and must be renamed to ‘cdrouter.lic’ (for CDRouter) or ‘cdr-mp.lic’
(for CDRouter-Multiport). The license file for the CDRouter Demo does not need
to be renamed. The license file can be copied or moved to the /etc directory on
your Linux host using this command:

# mv cdrouter-0123456789abcdef0123456789abcdef.lic
/etc/cdrouter.lic

Once CDRouter and the associated license have been installed, the Linux host
system must be restarted. Following the reboot, you will find the CDRouter test
suite installed under Zusr/share/doc/cdrouter or
/usr/share/doc/cdrouterdemo (for the demo version). If you are running
BuddyWeb, you can also connect to http://127.0.0.1:8015 from a local Firefox
browser.
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CDRouter requires some initial configuration to describe the test setup. Before
running tests, a configuration must be defined.

CDRouter can be run on a standard Linux PC using a combination of Ethernet,
ATM, IEEE 802.11 wireless, and T1/E1 interfaces. The interfaces selected should
not be connected to a real network. They should only be connected to the test
setup. These interfaces must be configured up (active), but they should not have
any IP configuration.

NOTE: See Appendix A for help selecting and configuring a wireless interface.

NOTE: See Appendix B for help selecting and configuring a T1/E1 interface.

You can find the available network interfaces on your Linux system using the
/sbin/ifconfig command. From this list of interfaces, you can select two
available network interfaces.

# —-- example of interface configuration# ifconfig eth2

eth2 Link encap:Ethernet HWaddr 00:D0:B7:79:8C:DE

UP BROADCAST PROMISC MULTICAST MTU:1500 Metric:1

RX packets:755666 errors:0 dropped:0 overruns:0 frame:6 TX packets:39955
errors:0 dropped:0 overruns:201 carrier:0

collisions:0 txqueuelen:100

Interrupt:9 Base address:0xdd00

Wired LAN Setup
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The networks connecting the CDRouter Linux PC to the router under test should
be isolated networks with no other network devices. For a wired LAN setup, the

ports can be directly cabled together using an Ethernet cross-over cable or cabled
into a hub/switch so that other sniffer tools can be used.

The following is the typical configuration for a wired LAN setup:

Lab Setup for cdrouter Test Suite
\== || Linux Host
==l eth1
= LAN SIDE
== | | eth2

mun
(RERRNS

I.

y WAN SIDE
cdrouter

A

Router under Tes

Wireless LAN Setup

The lab setup can also be configured to use a wireless LAN interface. When
testing a wireless LAN interface, the WAN interface should still be directly wired
to the CDRouter WAN interface using an Ethernet cross-over cable or hub.

The following is a typical configuration for a wireless LAN setup.
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Wireless Lab Setup for cdrouter Test Suite

etht r S ((((

7 eth2  waN SIDE

Linux Host
JD) wireless 802.11b LAN

cdrouter

Router under Test

ATM WAN Setup

When testing routers with built in xDSL interfaces, CDRouter can be configured
to use an ATM PVC connection on the WAN interface. This allows you to
connect CDRouter directly to a DSLAM device with an ATM uplink.

The following is a typical configuration for an ATM setup.

XDSL Router Test Setup
. :
|;Itr::|x ch_)itN 4o E o xDSL WAN
: AR, A Router under Test
- )/  WANSIDE ,——
cdrouter T ey

DSLAM type device

In order to use an ATM connection, you need an ATM card that is supported by
Linux. Please contact support support@agacafe.com or
http://www.qgacafe.com/help for a list of supported ATM cards.

T1/E1 WAN Setup
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When testing T1/E1 edge routers, CDRouter can be connected directly to the
T1/E1 interface using a T1/E1 card. See Appendix B for help on installing the
T1/E1 card.

For a basic T1/E1 setup, a T1 cross-over cable can be used to connect the
CDRouter T1 interface to the T1 interface of the router. The clocking for both the
CDRouter T1 interface and the router T1 interface should be set to internal
(Master).

The example 1ocal .conf file lives in the top level directory of the CDRouter
test suite. This file contains the configuration information needed by the test suite
to test the router. The configuration must match your actual test setup and
configuration of your Cable/DSL Router.

The configuration file contains several test variables that are specified using the
testvar keyword. The format of each testvar is as follows:

testvar keyword value

If a value contains whitespace characters, it must be enclosed using double
quotes. For example:

testvar myname “This Is my name”

The 1ocal .conf file may also contain Tcl style comments by beginning a line
with the “#’ character.

There are a few configuration parameters which must be configured for the LAN
interface.

LAN Interface Configuration
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LAN Interface Configuration

laninterface This is the name of the physical device attached to the LAN
network. This should be one of the devices displayed using
ifconfig such as eth0, ethl, etc. Note, this device should be
configured up, but it should not have its own IP address
configured.

lanType This is the interface type for the LAN connection. The default
interface type is Ethernet, but this can also be specified as
802.11g, 802.11a, or 802.11b.

1anSSID For wireless interfaces, this is the SSID for the wireless
connection. CDRouter will automatically configure the wireless
interface using this SSID.

wirelessAuthType | For wireless WPA interfaces, this is the WPA type for the
wireless interface. The following values are supported:

WPA-PSK
WPA-RADIUS

wpaMode For wireless WPA interfaces, either WPA or WPA2 may be
configured. The default WPA mode is “WPA’. NOTE: In order to
run WPAZ2, the wireless card must support WPAZ2. Please contact
support@gacafe.com for the latest recommend wireless cards for
WPA or WPA2,

wpaCipher For wireless WPA interfaces, this is the type of cipher that
should be used. The driver for the wireless card must also
support the configured cipher. The following values are
supported:

TKIP

AES-CCMP
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LAN Interface Configuration

wpaGroupCipher The group cipher for a wireless WPA interface may also be
configured. By default, the group cipher will be the same as the
unicast cipher configured with wpaCipher. The
wpaGroupCipher testvar can be used to configure a different
value for the group cipher. The following values are supported:

TKIP
AES-CCMP
WEP-40
WEP-104

wpaKey For WPA encryption you can specify either an ASCII passphrase that
is 8-63 characters long, or a 64 character hexadecimal key. This key
must match the key entered on the device.

Examples
testvar wpaKey gacafel23
testvar wpaKey c53b145d4457493967b525e4b. ..

wpalncludeRSNCaps | When this testvar is set to yes, CDRouter will include the RSN
Capabilities field when building its RSN Information Element used
in EAPOL-Key packets. By default, the RSN Capabilities field is not
included.

wpa802dotliDraft The testvar wpa802dotl11Draft can be configured to 3 to force
CDRouter to include the EAPOL-Key length field in returned
EAPOL-Key packets used for WPA. By default, the EAPOL-Key
key length field is 0 based on the WPA specification and the final
802.11i version.

See also:

http://www.gacafe.com/help/question.php?gstld=143
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LAN Interface Configuration

lanWEPKey For wireless interfaces running WEP, this is the 40-bit or 128-bit
WEP key. Keys should be entered using either 10 hex characters for
a 40-bit key, or 13 hex characters for a 128-hit key. If no WEP
encryption should be used, this entry should be configured to “off’.
Example 40-bit key:
testvar lanWEPKey 0102030405
Example 128-bit key
testvar lanWEPKey
0102030405060708090a010203

lanWEPKey I ndex For wireless interfaces running WEP, this is the key index to use for
the lanWEPKey. Normally, this entry does not need to be
configured. The range is valid from 0 - 3.

lanlp This is the IP address of the Cable/DSL router on its LAN interface.

lanMask This is the network mask on the LAN interface.

lanMac This is the Ethernet MAC address to use on the LAN interface. If
this testvar is not specified, the test suite will use the real Ethernet
MAC address on the network card. Note: This option is only
supported on Ethernet interfaces. You cannot change the MAC
address used when running in wireless mode.

lanMtu This is the maximum IPv4 MTU for any LAN client. If set to
default, CDRouter will automatically determine the maximum MTU
that can be supported without IP fragmentation based on the
configured WAN protocol. The following are the default values for
different WAN protocols:
Default IPv4 LAN MTUs based on WAN protocol:
static...1500
DHCP. . ... 1500
PPPOA. . ..1500
PPPOE. . ..1492
PPTP.. ... 1460
L2TP. . ... 1460
PPP/T1...1500

lanVlanld If the router’s LAN interface is part of an 802.1q VLAN, the VLAN
tag may be configured using the testvar lanVIlanld. The accepted
range for VLAN ids is 0 - 4095.
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LAN Interface Configuration

lanVlanPriority By default, the 802.1p priority bits on any packets sent by CDRouter
are set to 0. The priority bits for outbound traffic may be configured
using the lanVlanPriority testvar. The accepted range is 0 - 7.

WAN Interface Configuration

waninterface This is the name of the physical device attached to the WAN
network. This should be one of the devices displayed using
ifconifg such as ethQ, ethl, etc. Note: This device should be
configured, but it should not have its own IP address configured.
Note: This device must be different from the lanInterface. Please
see wanAtmInterface for using an ATM inter face on the

WAN.
wanlsplp This is the IP address of the ISP on the WAN side.
wanlspAssignlp This is the IP address that will be assigned to the Cable/DSL router

using PPPoE or DHCP. If a static mode configuration is used, this
address should be configured to the static IP address configured on
the router’s WAN interface.

wanlspAssignGateway | This is the IP gateway that will be assigned to the Cable/DSL
router using DHCP. By default, this IP address is the same as the
wanIspIp address. However, if the CDRouter WAN interface is
not directly connected to the router under test, you may configure a
different address to be assigned as the gateway via DHCP. NOTE:
This option is only used in topologies that use a DHCP-relay agent
to forward DHCP requests to the CDRouter WAN interface.

wanlspGateway This is the IP gateway address that the CDRouter WAN interface
will use to reach the WAN. Normally, when the CDRouter WAN
interface is directly connected to the WAN interface of the router
under test, this IP address is the same as the wanIspAssignIp.
However, in topologies that involve a DHCP-relay agent, you must
configure the IP Gateway address for the CDRouter WAN

interface.
wanlspMask This is the network mask on the WAN interface.
wanMac This is the Ethernet MAC address to use on the WAN interface. If

this testvar is not specified, the test suite will use the real Ethernet
MAC address from the network card.
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WAN Interface Configuration

wanNatlp This is the IP address the router will use for any NAT connections.
Normally, this address is the same as the wanlspAssignlp
configuration. However, a different address may be used to support
other topologies during end to end testing.

wanDomainName This is the domain name that will be assigned on the WAN side.

wanDnsServer This is the IP address of the primary DNS server

wanBackupDnsServer | This is the IP address of the backup DNS server. If this IP address
is set to 0.0.0.0, CDRouter will only use the primary DNS server
when running PPP.

dnsHostname<N> Specific DNS entries can be configured in the test setup. CDRouter
will automatically populate all WAN side DNS servers with the
defined DNS mappings. Up to 100 DNS mappings may be defined.
The dnsHostname<N> testvar is used to define the hostname
for an entry. The <N> should be replaced with the entry number
suchas 1, 2, 3, etc

Example:

testvar dnsHostnamel foo.test.com
testvar dnslpl 5.5.5.5
testvar dnsHostname2 foo2.test.com
testvar dnslp2 5.5.5.6

dnslp<N> The dns I p<N> entry is used to define the IPv4 address associated
with a DNS hostname. The <N> should be replaced with the entry
number such as 1, 2, 3, etc. See dnsHostname<N> for an
example.

CDRouter supports direct ATM connections using a PVC. The following testvars
are used to configure the ATM interface on the WAN.

ATM WAN Interface
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ATM WAN Interface

wanAtmInterface This is the name of the ATM interface to use. The name must be
specified using the following notation:

<ATM card number>.<VPI>.<VCI>

For example, if there is only one ATM card and the PVC is
connected on VPI =0, VCI = 32, the wanAtmInterface should
be configured as 0.0.32

testvar wanAtmInterface 0.0.32

wanAtmEncap This is the ATM encapsulation type to run on the ATM PVC. The
following options are available:

1483Bridged-LLC

Use RFC 1483/2684 LLC encapsulation for bridged
protocols.

1483Bridged-VC

Use RFC 1483/2684 VC Based Multiplexing for bridged
protocols.

PPPoA-LLC

Use RFC 2364 LLC encapsulated PPP. This is valid only when the
wanMode is PPPoA.

PPPoA-VC

Use RFC 2364 VC Multiplexed PPP. This is valid only when the
wanMode is PPPOA.

1483Routed-LLC

Use RFC 1483/2684 LLC encapsulation for routed
protocols.

1483Routed-VC

Use RFC 1483/2684 \VVC encapsulation for routed protocols.
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CDRouter supports direct T1/E1 connections using a T1/E1 hard running HDLC.
Either PPP or Frame-Relay with static PVCs can be run as the WAN protocol
over the T1 interface. The following testvars are used to configure the T1
interface on the WAN. See Appendix B for help on configuring the T1 device
such as line framing, encoding, and clocking.

T1/E1 WAN Interface

wanTlInterface This is the name of the T1 interface to use. This device name is
created automatically by the WANPIPE software package. The
device must be an HDLC streaming mode API device. See
Appendix B for setup information.

testvar wanTlInterface wplchdlc

wanTlEncap This is the T1 encapsulation type to run over HDLC. The
following options are available:

PPP
Use PPP over HDLC.
FrameRelay

Use IP over FrameRelay based on RFC 2427 Multiprotocol
Interconnect over Frame Relay. CDRouter will also answer INARP
requests on the configured DLCI.

wanT1FrameRelayDlci | This is the DLCI number for the FrameRelay interface. This is
required when the wanT1Encap is set to FrameRelay. Valid ranges
are 0 - 1023.

pppConnectOnDemand | Some routers will only initiate a PPP/T1 connection on the WAN
interface if there is traffic on the LAN side. If
pppConnectOnDemand is Set to yes, the test suite will start the
LAN side before waiting for a WAN side connection from the
router. Without this option, the test suite waits for the router to
initiate a WAN side PPP/T1 connection without any traffic on the
LAN side.

pppUser This is the PPP user name that will be used for PAP or CHAP
authentication on the WAN side. NOTE: This is for PPP/T1 only.
Please see the PPPoE, PPPoA, PPTP, or L2TP configuration for
PPP over other media.
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pppPassword

This is the password that will be accepted for the pppUsername
on the WAN side. This is used for both PAP and CHAP
authentication. NOTE: This is for PPP/T1 only. Please see the
PPPOE, PPPoA, PPTP, or L2TP configuration for PPP over other
media.

pppAuthType

This option is used to set the PPP authentication protocol used by
the router. Valid types include PAP, CHAP, MSCHAP,
MSCHAPV2, and None. If not specified, it defaults to PAP.

pppForceLcpMRU

This option can used to force the PPP LCP MRU value to a
specific size. By default, CDRouter will automatically select a
MRU size based on the WAN protocol. You can override that
selection by configuring a value for pppForceLcpMRU.

pppConnectionDelay

This option can be used to configure a delay after any PPP session
is established. No data traffic will be sent over the PPP session
until the delay expires. This can be useful for implementations that
need additional time to fully initialize the PPP interface before
traffic can be forwarded. The delay is specified in seconds. If no
value is specified, the delay defaults to 10 seconds.

pppMagicNumber

This option can be used to disable the PPP LCP magic number
option. If set to “no”, PPP will not use the LCP magic number

option. The default is yes.

CDRouter supports several main modes of operation depending on the WAN side
configuration of the router. The wanMode testvar must be set to one of the

following:

wanMode Configuration

Static The router is configured with a static IP address on the WAN.
DHCP The router is configured to run on a DHCP client on the WAN.
PPPOE The router is configured to run a PPPoE client on the Wan.
PPPOA The router is configured to run on a PPPoA client on the WAN.
PPTP The router is configured to run a PPTP client on the WAN.
L2TP The router is configured to run a L2TP client on the WAN.

CDRouter
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PPP/T1

The router is configured to run a PPP client over a T1/E1 interface.

DHCP Configuration

dhcpLeaseTime

This is the DHCP lease time in seconds that will be used by
the DHCP server on the WAN side. Some of the tests wait
for the DHCP lease to expire on the WAN side. The value of
this testvar will determine how long the tests run. To use an
infinite DHCP lease value, this should be configured to
infinite. If the DHCP server lease time is infinite, tests that
require the WAN DHCP client to renew will be skipped.

Examples:

# set the DHCP lease time to 5 minutes
testvar dhcpLeaseTime 300

# set the DHCP lease time to infinite
testvar dhcpLeaseTime infinite

Note: The DHCP lease time should at least twice the
retransmission time of the DHCP client. Otherwise, the
lease will actually timeout during the DHCP retransmission
tests. The lease should be long enough to allow the DHCP
client to deal with timeouts when it is trying to
renew/rebind.

dhcpServerBroadcast

If set to yes, the DHCP server on the WAN will broadcast
all DHCP responses to the address 255.255.255.255.
Otherwise, the DHCP server will use unicast IP addresses
and the WAN interfaces mac address as the destination for
all DHCP responses.
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wanMode Configuration

dhcpServerOptionCode<N> | The DHCP server on the WAN side may be configured with
dhcpServerOptionData<Ns> | additional DHCP options to return to all DHCP clients on
the WAN. Up to 255 additional DHCP options may be
defined. The dhepServerOptionCode<Ns> entry should
specify the DHCP option code in decimal format. The <N>
value should be replaced with the entry number such as 1, 2,
3, etc. For example:

testvar dhcpServerOptionCodel 69
testvar dhcpServerOptionDatal 04040404

testvar dhcpServerOptionCode2 71
testvar dhcpServerOptionData2 04040405

dhcpServerOptionData<N> | The dhepServerOptionData<N> testvar is used to
define the DHCP option data for any additional DHCP
options configured on the WAN side DHCP server. The
DHCP option data must be encoded in ascii hex format. The
DHCP option length will be computed automatically based
on the size of the data. The <N> value should be replaced
with the entry number such as 1, 2, 3, etc. See the example
above.

dhcpClientTimeout The DHCP client timeout can be used to control the
behaviour of the DHCP client on the LAN side. The default
timeout is 5 seconds. Normally, this value should not be
modified. If the DHCP server is slow, this value may need
to be increased.

dhcpConnectOnDemand Some routers will only initiate a connection on the WAN
interface if there is traffic on the LAN side. If
dhcpConnectOnDemand is set to yes, the test suite will
start the LAN side before waiting for a WAN side
connection from the router. Without this option, the test
suite waits for the router to initiate a WAN side DHCP
connection without any traffic on the LAN side. Note: This
feature is only used during the initial startup.
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wanMode Configuration

dhcpExtraClientParams To configure CDRouter’s LAN side DHCP clients to request
additional DHCP parameters, the
dhcpExtraClientParams testvar may be configured to
a list of DHCP parameter numbers. Each DHCP parameter
should be specified in decimal.

Example:
# -- request DHCP option 71
testvar dhcpExtraClientParams 71

# -- request DHCP option 69 and 70
testvar dhcpExtraClientParams “69 70"

dhcpClientVendorClass To configure CDRouter’s LAN side DHCP client to include
a Vendor Class Option (DHCP Option 60) in each DHCP
message, use the testvar dhepClientVendorClass.

Example:
testvar dhcpClientVendorClass myIpDevice
dhcpClientStart This is the first address in the DHCP client address pool.

The router should be configured to assign addresses
beginning with this address.

dhcpClientEnd This is the last address in the DHCP client address pool. The
router should be configured to assign addresses from the
dhcpClientStart value to the dhepClientEnd
value.

dhcpClientExclude One or more IPv4 addresses can be excluded from the
DHCP server pool range by configuring the testvar
dhcpClientExclude. If multiple IPv4 addresses are
excluded, they should be placed in quotes.

Example:

# -- exclude multiple addresses
testvar dhcpClientExclude “192.168.1.25
192.168.1.28"
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wanMode Configuration

dhcpClientOptionCode<N> | You may configure additional DHCP client options for the
CDRouter DHCP LAN client using testvars
dhcpClientOptionData<N> | dhcpClientOptionCode* and
dhcpClientOptionData*. Client side options are
configured the same way as the existing DHCP server side
options.

Up to 10 additional DHCP options can be configured. Each
DHCP option is configured using 2 testvar entries for the
DHCP option code and raw hex data for the option. The
DHCP option data must be converted into the raw ascii hex
format. NOTE: You do not need to include the total option
length in the data portion since this will be computed
automatically.

Example, to add DHCP option 124 and DHCP option 125:

testvar dhcpClientOptionCodel 124
testvar dhcpClientOptionDatal
000000000401020304

testvar dhcpClientOptionCode2 125
testvar dhcpClientOptionData?2
000000000401020304

DNStoDHCP If yes, the router under test relays the DNS server
information learned on the WAN side through a DHCP
option on the LAN side. If no, the router announces its own
IP address as the DNS server and forwards all DNS requests
to the real DNS server.

supportDnsProxy Set to ‘yes’ if the router has a DNS proxy. Set to ‘no’
otherwise.
dnsFailoverAuth The dnsFailoverAuth testvar contains a list of

authoritative DNS response error codes that cause the DNS
proxy to failover. If no error codes cause failover, the value
should be set to ‘none’. DNS clients based on bind normally
failover of error codes 2, 4, and 5. Windows based DNS
clients normally failover on all nonzero error codes except
3.

Example:

testvar dnsFailoverAuth “2 4 5”
testvar dnsFailoverAuth none
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wanMode Configuration

dnsFailoverNonAuth The dnsFailoverNonAuth testvar contains a list of
non-authoritative DNS response error codes that cause the
DNS proxy to failover. If no error codes cause failover, the
value should be set to ‘none’. DNS clients based on bind
normally failover of error codes 2, 4, and 5. Windows based
DNS clients normally failover on all nonzero error codes
except 3.

Example:

testvar dnsFailoverNonAuth “2 4 5”7
testvar dnsFailoverNonAuth none

NOTE: It is possible that an implementation treats the
authoritative and non-authoritative responses the same. In
the case the values of testvar dnsFailoverAuth and
dnsFailoverNonAuth will be the same.

winsServerl If the router will announce a WINS server via DHCP, the
testvar winsServerl should be set to the first WINS
server configured on the router. If no WINS server is
configured on the router, this entry should be commented
out.

winsServer2 If the router will announce a second WINS server via
DHCP, the testvar winsServer2 should be set to the
second WINS server configured on the router. If only one
WINS server is being used, this testvar should be
commented out.

dhcpCreateDelay The dhcpCreateDelay parameter is used to add
additional delay in between the creation of each DHCP
client during the DHCP scaling tests. The value is in
milliseconds. The default value is 0.

dhcpReleaseDelay The dhcpReleaseDelay parameter is used to add
additional delay in between the sending of DHCP release
packets during the DHCP scaling tests. The value is in
milliseconds. The default value is 300 milliseconds. NOTE:
Some routers are unable to handle a flood of DHCP protocol
packets without dropping some DHCP packets. This
parameter can be used to slow down or speed up the DHCP
release behaviour during the DHCP scaling tests
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wanMode Configuration

userInternalDHCP When this option is set to yes, LAN clients will use
CDRouter’s internal DHCP server in order to obtain an IP
address. This allows CDRouter to run against devices that
do not contain a DHCP server.

The PPPOE configuration on your Cable/DSL router must match CDRouter’s
expected PPPoE configuration. There are several PPPoE and PPP related
configuration parameters you can control. If your router uses a Connect-On-
Demand type connection, you must configure the pppoeConnectOnDemand testvar
to yes. When the Connect-On-Demand mode is in use, CDRouter will
automatically send traffic from the LAN to the WAN when trying to establish a
PPPOE session.

PPPoE Configuration

pppoeConnectOnDemand | Some routers will only initiate a connection on the WAN
interface if there is traffic on the LAN side. If
pppoeConnectOnDemand is Set to yes, the test suite will start
the LAN side before waiting for a WAN side connection from the
router. Without this option, the test suite waits for the router to
initiate a WAN side PPPoE connection without any traffic on the
LAN side.

pppoeUser This is the PPP user name that will be used for PAP or CHAP
authentication on the WAN side.

pppoePassword This is the password that will be accepted for the pppoeUser
on the WAN side. This is used for both PAP and CHAP
authentication.

pppoeServiceName This is the PPPOE service that will be used by the PPPOE server.
This service name will be returned in the PPPoE OFFER packet
from the server. If the name is configured to any, the server will
use the null string "". The default service name is gacafe.

pppoeAcName This is the PPPOE AC-Name that will be used by the PPPoE
server. If the AC-Name is not specified, it defaults to “gacafe-ac”.

pppAuthType This option is used to set the PPP authentication protocol used by
the router. Valid types include PAP, CHAP, MSCHAP,
MSCHAPV2, and None. If not specified, it defaults to PAP.

CDRouter User Guide 24 qa Cafe

QA Cafe © 2008

ip test solutions



Chapter 3 — Basic Configuration

PPPoE Configuration

pppForceLcpMRU This option can be used to force the PPP LCP MRU value to a
specific size. By default, CDRouter will automatically select a
MRU size based on the WAN protocol. You can override that
selection by configuring a value for pppForceLcpMRU.

pppConnectionDelay This option can be used to configure a delay after any PPP
session is established. No data traffic will be sent over the PPP
session until the delay expires. This can be useful for
implementations that need additional time to fully initialize the
PPP interface before traffic can be forwarded. The delay is
specified in seconds. If no value is specified, the delay defaults to
10 seconds.

pppMagicNumber This option can be used to disable the PPP LCP magic number
option. If set to “no”, PPP will not use the LCP magic number
option. The default is yes.

pPppRestartTimeout For PPP based protocols on the WAN (PPPoE, PPPoA, and PPTP
only), you may configure the amount of time CDRouter will wait
before expecting the link to re-establish after the link has been
brought down.

This currently defaults to 5 minutes, but this can be configured
using the testvar pppRestartTimeout. The value should
contain the number of milliseconds to wait for the link to be re-
established.

Example, set restart to 2 minutes (120000 milliseconds)
testvar pppRestartTimeout 120000

pppFailUsesICMP When testing PPP failover, if the router depends on ICMP Echo
Replies to teardown or restart PPP, this value should be set to yes.
If PPP behaviour is not dependent on the results of ICMP Echo
Replies, then this value should be set to no. The default value is
no.

The PPPoA configuration on your Cable/DSL router must match CDRouter’s
expected PPPoA configuration. In order to run PPPOA, the wanMode testvar must
be set to PPPoA. Additionally, an ATM PVC must be configured using PPPoA-
LLC or PPPoA-VC encapsulations. There are several PPPoA and PPP related
configuration parameters you can control. If your router uses a Connect-On-
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Demand type connection, you must configure the pppoaConnectOnDemand
testvar to yes. When the Connect-On-Demand mode is in use, CDRouter will
automatically send traffic from the LAN to the WAN when trying to establish a
PPPOA session.

PPPoA Configuration

pppoaConnectOnDemand | Some routers will only initiate a connection on the WAN
interface if there is traffic on the LAN side. If
pppoaConnectOnDemand is set to yes, the test suite will start
the LAN side before waiting for a WAN side connection from the
router. Without this option, the test suite waits for the router to
initiate a WAN side PPPoA connection without any traffic on the
LAN side.

pppoaUser This is the PPP user name that will be used for PAP or CHAP
authentication on the WAN side.

pppoaPassword This is the password that will be accepted for the pppoaUser
on the WAN side. This is used for both PAP and CHAP
authentication.

ppoaAuthType This option is used to set the PPP authentication protocol used by
the router. Valid types include PAP, CHAP, MSCHAP,
MSCHAPV2, and None. If not specified, it defaults to PAP.

pppForceLcpMRU This option can used to force the PPP LCP MRU value to a
specific size. By default, CDRouter will automatically select a
MRU size based on the WAN protocol. You can override that
selection by configuring a value for pppForceLcpMRU.

pppConnectionDelay This option can be used to configure a delay after any PPP
session is established. No data traffic will be sent over the PPP
session until the delay expires. This can be useful for
implementations that need additional time to fully initialize the
PPP interface before traffic can be forwarded. The delay is
specified in seconds. If no value is specified, the delay defaults to
10 seconds.

pppMagicNumber This option can be used to disable the PPP LCP magic number
option. If set to “no”, PPP will not use the LCP magic number
option. The default is yes.

CDRouter User Guide 26 qa Cafe

QA Cafe © 2008 ip test solutions



Chapter 3 — Basic Configuration

PPPoA Configuration

pppRestartTimeout For PPP based protocols on the WAN (PPPoE, PPPoA, PPTP, and
L2TP only), you may configure the amount of time CDRouter
will wait before expecting the link to re-establish after the link
has been brought down.

This currently defaults to 5 minutes, but this can be configured
using the testvar pppRestartTimeout. The value should
contain the number of milliseconds to wait for the link to be re-
established.

Example, set restart to 2 minutes (120000 milliseconds):
testvar pppRestartTimeout 120000

pppFailUsesICMP When testing PPP failover, if the router depends on ICMP Echo
Replies to teardown or restart PPP, this value should be set to yes.
If PPP behaviour is not dependent on the results of ICMP Echo
Replies, then this value should be set to no. The default value is
no.

If your router is running a PPTP client connection on the WAN interface, you can
configure the wanMode to PPTP. The following PPTP configuration parameters
must be configured in your local . conf file.

PPTP Configuration

pptpConnectOnDemand | Some routers will only initiate a connection on the WAN interface
if there is traffic on the LAN side. If pptpConnectOnDemand
is set to yes, the test suite will start the LAN side before waiting
for a WAN side connection from the router. Without this option,
the test suite waits for the router to initiate a WAN side PPTP
connection without any traffic on the LAN side. The default value
for PPTP is yes.

pppAuthType This option is used to set the PPP authentication protocol used by
the router. Valid types include PAP, CHAP, MSCHAP,
MSCHAPvV2, and None. If not specified, it defaults to PAP.

pptpUser This is the PPP user name that will be used for PAP
authentication on the WAN side.
pptpPassword This is the password that will be accepted for the pptpUser on the
WAN side.
CDRouter User Guide 27 qa Cafe

QA Cafe © 2008 ip test solutions



Chapter 3 — Basic Configuration

PPTP Configuration

pptpServerlp By default, CDRouter uses the wanIspIp as the local end of the
PPP connection created by PPTP. You can use a different IP
address for the local end of the PPP connection by configuring
the pptpServerIp testvar. If the pptpServerIp is
configured, the remote end of the PPP connection assigned to the
PPTP client should be configured using pptpClientIp.

pptpClientlp By default, CDRouter uses the wanIspAssignIp as the remote
end of the PPP connection created by PPTP. You can use a
different IP address for the remote end of the PPP connection by
configuring the pptpClientIp. This IP address will be
assigned to the PPTP client during PPP IPCP establishment.

pptpUseDHCP If the PPTP client also uses DHCP to learn its initial IP address,
you may enable a DHCP server on the WAN using the
pptpUseDHCP testvar. This testvar should be set to yes to
enable a DHCP server on the WAN.

pppForceLcpMRU This option can used to force the PPP LCP MRU value to a
specific size. By default, CDRouter will automatically select a
MRU size based on the WAN protocol. You can override that
selection by configuring a value for pppForceLcpMRU.

pppConnectionDelay This option can be used to configure a delay after any PPP
session is established. No data traffic will be sent over the PPP
session until the delay expires. This can be useful for
implementations that need additional time to fully initialize the
PPP interface before traffic can be forwarded. The delay is
specified in seconds. If no value is specified, the delay defaults to
10 seconds.

pppMagicNumber This option can be used to disable the PPP LCP magic number
option. If set to “no”, PPP will not use the LCP magic number
option. The default is yes.

greReceiveWindow The GRE receive window size for PPTP connections can be
configured using the testvar greReceiveWindow. The default
value is 10 packets. The window size must be greater than or
equal to 1 and less than or equal to 65535.

Example:

testvar greReceiveWindow 10
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PPTP Configuration

pppRestartTimeout For PPP based protocols on the WAN (PPPoE, PPPoA and PPTP
only), you may configure the amount of time CDRouter will wait
before expecting the link to re-establish after the link has been
brought down.

This currently defaults to 5 minutes, but this can be configured
using the testvar pppRestartTimeout. The value should
contain the number of milliseconds to wait for the link to be re-
established.

Example, set restart to 2 minutes (120000 milliseconds):
testvar pppRestartTimeout 120000

pppFailUsesICMP When testing PPP failover, if the router depends on ICMP Echo
Replies to teardown or restart PPP, this value should be set to yes.
If PPP behaviour is not dependent on the results of ICMP Echo
Replies, then this value should be set to no. The default value is
no.

When configuring your router for PPTP, the PPTP server address should be the
same address as the wanlsplp address. The local WAN side address of the router
should be the same as the wanlIspAssignlp address.

If your router is running a L2TP client connection on the WAN interface, you can
configure the wanMode to L2TP. The following L2TP configuration parameters
must be configured in your local . conf file.

L2TP Configuration

12tpConnectOnDemand | Some routers will only initiate a connection on the WAN interface
if there is traffic on the LAN side. If 12tpConnectOnDemand
is set to yes, the test suite will start the LAN side before waiting
for a WAN side connection from the router. Without this option,
the test suite waits for the router to initiate a WAN side L2TP
connection without any traffic on the LAN side. The default value
for L2TP is yes.
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L2TP Configuration

pppAuthType This option is used to set the PPP authentication protocol used by
the router. Valid types include PAP, CHAP, MSCHAP,
MSCHAPV2, and None. If not specified, it defaults to PAP.

l2tpUser This is the PPP user name that will be used for PAP
authentication on the WAN side.

l2tpPassword This is the password that will be accepted for the 12tpUser on
the WAN side.
l2tpServerlp By default, CDRouter uses the wanIspIp as the local end of the

PPP connection created by L2TP. You can use a different IP
address for the local end of the PPP connection by configuring
the 12tpServerIp testvar. If the 12tpServerIp is
configured, the remote end of the PPP connection assigned to the
L2TP client should be configured using 12tpClientIp.

12tpClientlp By default, CDRouter uses the wanIspAssignIp as the remote
end of the PPP connection created by L2TP. You can use a
different IP address for the remote end of the PPP connection by
configuring the 12tpClientIp. This IP address will be
assigned to the L2TP client during PPP IPCP establishment.

pppForceLcpMRU This option can used to force the PPP LCP MRU value to a
specific size. By default, CDRouter will automatically select a
MRU size based on the WAN protocol. You can override that
selection by configuring a value for pppForceLcpMRU.

pppConnectionDelay This option can be used to configure a delay after any PPP
session is established. No data traffic will be sent over the PPP
session until the delay expires. This can be useful for
implementations that need additional time to fully initialize the
PPP interface before traffic can be forwarded. The delay is
specified in seconds. If no value is specified, the delay defaults to
10 seconds.

pppMagicNumber This option can be used to disable the PPP LCP magic humber
option. If set to “no”, PPP will not use the LCP magic number
option. The default is yes.
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L2TP Configuration

pppRestartTimeout For PPP based protocols on the WAN (PPPoE, PPPoA and PPTP
only), you may configure the amount of time CDRouter will wait
before expecting the link to re-establish after the link has been
brought down.

This currently defaults to 5 minutes, but this can be configured
using the testvar pppRestartTimeout. The value should
contain the number of milliseconds to wait for the link to be re-
established.

Example, set restart to 2 minutes (120000 milliseconds):
testvar pppRestartTimeout 120000

pppFailUsesICMP When testing PPP failover, if the router depends on ICMP Echo
Replies to teardown or restart PPP, this value should be set to yes.
If PPP behaviour is not dependent on the results of ICMP Echo
Replies, then this value should be set to no. The default value is
no.

When configuring your router for L2TP, the L2TP server address should be the
same address as the wanlsplp address. The local WAN side address of the router
should be the same as the wanlspAssignlp address.

CDRouter supports 802.1x Port-Based Network Access Control for wireless
interfaces. When running CDRouter with 802.1x enabled, CDRouter will use its
built-in supplicant to authenticate the wireless port before running any of the test
cases. CDRouter also contains several test modules with specific tests cases for
EAPOL, EAP-MD5, EAP-TLS, EAP-TTLS, EAP-PEAP, EAP-SIM, and EAP-
AKA.

In order to use 802.1x authentication on your router, you must configure internal
or remote authentication on your device. If you are using remote authentication
with a RADIUS server, you may configure a separate radius server or use
CDRouter’s built-in RADIUS server.

For EAP-TLS, EAP-TTLS, and EAP-PEAP testing, you must configure
CDRouter wilth valid X.509 certificates in PEM format. CDRouter also includes
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some example PEM certificates that can be used. The following 802.1x/EAP
configuration parameters must be configured in your local .conf file.

802.1x Configuration

lanUseEAPOL This option is used to enable 802.1x/EAPOL on the LAN
interface. To use 802.1x, set this value to yes. Otherwise, this
value should be set to no.

eapType This option indicates the desired EAP type. Supported types
include:

eap-md5

eap-tls

eap-ttls

eap-peap

eap-sim

eap-aka
eapDynamicWep If the device supports dynamic WEP using one of the supported
EAP types, this option should be set to yes. When this option is
set to yes, the WEP key on the wireless interface will be
updated automatically when a valid EAPOL-Key packet is

received.
eapIdentityN You must configure at least one EAP identity and its
::Egzz‘gzz‘:gatmq authentication information for EAP-MD5 or EAP-TLS. You
eapUserCertPasswordN | M&Y co_nflgure up to 819_6 different EAP Id_e_ntltles. S‘OTe of the
eapUserPrivateKeyN tests will use all of the different EAP Identities. The ‘N’ should

be replaced with the number of the EAP Identity.
eapIdentityN is the text name of the EAP identity.
eapPasswordN is the password for this EAP Identity.

eapUserCertPathN is the pathname to the X.509 certificate
for the EAP Identity. The certificate file must be in PEM format.

eapUserCertPasswordN is the password used to
encode the certificate.

eapUserPrivateKeyN is the pathname to the PEM file that
contains the private key for this EAP Identity. This pathname
may be the same as the eapUserCertPathN value if both the
X.509 certificate and private key are stored in the same PEM

file.
eapTxWhen This is the value of the txWhen timer for the authenticator. See
IEEE Std 802.1X-2001 Section 8.5.2.1 Timers. The default is 30
seconds.
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802.1x Configuration

eapQuietPeriod This is the value of the quietPeriod for the authenticator. See
IEEE Std 802.1X-2001 Section 8.5.4.1.2 Constants. The default
value is 60 seconds.

eapAuthMax This is the value of reAuthMax for the authenticator. See IEEE
Std 802.1X-2001 Section 8.5.4.1.2 Constants. The default value
is 2.

eapReAuthPeriod This is the value of the reAuthPeriod for the authenticator. See

IEE Std 802.1X-2001 Section 8.5.7.1 Constants used in the
definition of the Reauthentication Timer state machine. The
default value is 3600. If this value is set to 0, the
reauthentication test cases will not be run.

eapTxWhen This is the value of the txWhen timer for the authenticator. See
IEEE Std 802.1X-2001 Section 8.5.2.1 Timers. The default is 30
seconds.

eapQuietPeriod This is the value of the quietPeriod for the authenticator. See

IEEE Std 802.1X-2001 Section 8.5.4.1.2 Constants. The default
value is 60 seconds.

eapAuthMax This is the value of reAuthMax for the authenticator. See IEEE
Std 802.1X-2001 Section 8.5.4.1.2 Constants. The default value
is 2.

eapReAuthPeriod This is the value of the reAuthPeriod for the authenticator. See

IEE Std 802.1X-2001 Section 8.5.7.1 Constants used in the
definition of the Reauthentication Timer state machine. The
default value is 3600. If this value is set to 0, the
reauthentication test cases will not be run.

eapSendLogoffFailure | |f the 802.1x authenticator does not send an EAP Failure
message when an EAP-Logoff message is received, this testvar
should be set to ‘no’.

eapRootCert For EAP-TLS, this indicates the path to the root X.509
certificate. The certificate file should be in PEM format.

eapServerCertPath This is the pathname to the X.509 certificate for the EAP server.
The certificate file must be in PEM format.

NOTE: The server certificate is only required if the built-in
RADIUS server is enabled.
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802.1x Configuration

eapServerCertPassword | This is the password used to encode the server
certificate.

NOTE: The server certificate password is only required if the
built-in RADIUS server is enabled.

eapFragmentSize For EAP-TLS, this indicates the maximum size EAPTLS packet
that will be sent before fragmenting the EAPTLS packet.
Acceptable values are 2 - 1491. The default value is 1024.

Depending on the EAP type that is selected, only some of the EAP Identity and
certificate information needs to be configured. If a testvar entry is not required for
the specific EAP Type, it will be ignored.

EAP-MD5
For EAP-MD?5, the eapldentityN and eapPasswordN entries must be configured
for each EAP ldentity in use.

EAP-TLS

For EAP-TLS, the eapldentityN entry must be configured. The eapPasswordN
entry is not required. Additionally, the eapUserCertPathN,
eapUserCertPasswordN, and eapUserPrivateKeyN entries must be configured.

EAP-TTLS

For EAP-TTLS, the eapldentityN and eapPasswordN entries must be
configured for each EAP Identity in use. The EAP-TTLS supplicant does not use
a user certificate.

EAP-PEAP

For EAP-PEAP, the eapldentityN and eapPasswordN entries must be
configured for each EAP Identity in use. The EAP-PEAP supplicant does not use
a user certificate. By default, the PEAP supplicant will use EAPMSCHAPV2 as
the inner EAP authentication method.

EAP-SIM

CDRouter User Guide 34 qa Cafe

QA Cafe © 2008 ip test solutions



Chapter 3 — Basic Configuration

For EAP-SIM, the eapldentityN and eapPasswordN entries must be configured
for each EAP ldentity in use.

EAP-AKA
For EAP-AKA, the eapldentityN and eapPasswordN entries must be configured
for each EAP ldentity in use.

CDRouter can run a RADIUS server for EAP authentication and hotspots at port
1812 on the remoteHost1p address. The test suite will automatically respond to
all Access-Request messages and process the embedded EAP messages or PAP
login requests. The RADIUS server supports all of the EAP types supported by
the test suite. For EAP-TLS and EAP-TTLS, the server certificate path and
password must also be configured.

Up to 255 additional RADIUS server attributes may be defined in the
configuration file. Each RADIUS attribute will be returned in any Access-Accept
message sent by the built-in RADIUS authentication server.

The RADIUS server user database is automatically configured based on the EAP
Identity configurations in the local .conf file. In order to use the CDRouter
RADIUS server, the device under test must use the remoteHostlp address as the
RADIUS server address. The following parameters must be configured in the
local .conf file

RADIUS Configuration

enableRADIUSserver This option should be set to yes to enable the built in
RADIUS server. Otherwise, set to no.

radiusSecret This is the RADIUS secret. The same value should be
configured on the RADIUS client.

CDRouter User Guide 35 qa Cafe

QA Cafe © 2008 ip test solutions



Chapter 3 — Basic Configuration

RADIUS Configuration

radiusServerAttrType<N> | Additional RADIUS server attributes may be defined using
the radiusServerAttrType<N> and
radiusServerAttrData<N> testvars. The <N> should
be replaced with the attribute number such as 1, 2, 3, etc. Up
to 255 RADIUS attributes may be defined. The Type testvar
should contain the RADIUS attribute type field in decimal.

Example:

testvar radiusServerAttrTypel 253
testvar radiusServerAttrDatal 0aOalala
testvar radiusServerAttrType2 254
testvar radiusServerAttrData2 0b0b0b0Ob

radiusServerAttrData<N> | The radiusServerAttrData<N> field specifies the
data associated with a RADIUS attribute. The data must be
specified using ascii hex values. The <N> field should be
replaced with the attribute number. NOTE: the pktsrc
text2ascii command may be used to convert text strings to
ascii hex format.

Example:

testvar radiusServerAttrTypel 253
testvar radiusServerAttrDatal 0Oalalala
testvar radiusServerAttrType2 254
testvar radiusServerAttrData2 0bO0b0bOb

NOTE: The RADIUS server can also be configured to run on an additional LAN
interface when using CDRouter-Multiport. Please see the “Configuring a
RADIUS server on the LAN” section in Chapter 8.

CDRouter can test routers with a DMZ configuration. In order to test with a DMZ
configuration, an IP address for a DMZ host on the LAN must be configured.
This address must be on the same subnet as the router’s LAN IP address.

As part of the DMZ testing, CDRouter will scan a range of TCP and UDP ports to
verify that the router forwards these entries to the DMZ host. These port scans
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skip any virtual services that are configured on the router. There is also an option
to specify other ports that should be skipped. These may be specific ports that
have been configured to drop packets or reject connections regardless of the DMZ
configuration. For example, port 113 (ident) is commonly configured to reject
connections.

All of the existing test modules can be run when the router has a DMZ
configuration except the firewall module. When a DMZ host is configured, the
firewall module is automatically skipped since the DMZ setting defeats any
general firewall setting.

The following DMZ configuration parameters are available:

DMZ Configuration Settings

lanDmzHost This is the IP address of the DMZ host on the LAN. This IP
address must be on the same subnet as the router’s LAN IP
address.

lanDmzHostMac An optional MAC address may be configured for the DMZ
lan host. If not specified, CDRouter will assign a MAC
address.

lanDmzTcpPortExceptions | This is a list of TCP ports that do not have DMZ
functionality. These ports will be skipped during any port
scans.

Examples:

testvar lanDmzTcpPortExceptions 113,1000-1010
lanDmzUdpPortExceptions | This is a list of UDP ports that do not have DMZ

functionality. These ports will be skipped during any port
scans.

Examples:

testvar lanDmzUdpPortExceptions 53,161,162

lanDmzSupportIcmp If set to ‘no’, the router does not forward ICMP packets from
the WAN to the LAN DMZ host. The router may answer
packets such as ICMP Echo Requests or it may drop them.
The default value is yes.
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CDRouter can test routers with IGMP proxy or multicast pass through support.
CDRouter will act as an IGMPv2 or IGMPv3 client on the LAN side of the
router. CDRouter will also act an as a multicast router on the WAN side of the
router and deliver multicast streams.

If the router supports IGMP proxy, it must be configured to run an IGMPv2 or
IGMPv3 client on the WAN interface.

The following multicast configuration options are available:

Multicast Configuration Settings

supportsMulticast If set to yes, this device supports multicast traffic. If the
device does not support multicast traffic, this entry should
be set to no.

multicastType This option is used to specify the multicast
implementation type. The following options are
supported:

proxy
passthrough

NOTE: Some tests do require IGMP proxy support.

igmpVersion By default CDRouter uses IGMP version 2. To configure
CDRouter to use IGMP version 3, set this testvar to ‘3’.

igmpRouterOption If set to yes, CDRouter will include an IP Router Alert
Option in all IGMP packets that are sent. If set to no,
CDRouter will not include an IP Router Alert Option in
IGMP packets.

RFC 2236 does require hosts to include an IP Router Alert
Option in all IGMP packets. However, not all
implementations include this option.

igmpMaxGroups This option indicates the maximum number of multicast
groups that will be tested.

multicastCacheTimeout The multicast cache timeout is used to specify a delay
after a host leaves a multicast group before forwarding
should stop. The default is 10 seconds.
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Multicast Configuration Settings

multicastPoolStart This option is used to define a starting multicast address
for a free block of multicast addresses. CDRouter will
dynamically allocate IP multicast addresses from this pool
for any multicast traffic.

multicastPoolStop This option is used to define the last address of the
multicast address pool. CDRouter will wrap around to the
beginning of the multicast address pool once this address
is used.

igmpQueryInterval This option specifies the device’s IGMP Query Interval in
seconds as defined in RFC 2236 and RFC 3376.

igmpRobustnessVariable This option specifies the device’s IGMP Robustness
Variable as defined in RFC 2236 and RFC 3376.

igmpQueryResponseInterval | This option specifies the device’s IGMP Query Response
Interval in seconds as defined in RFC 2236 and RFC

3376.

iptvChannelRange This option defines the maximum number of channels that
will be tested.

iptvChannelChangeDelay This option defines the delay in milliseconds between

channel changes.

iptvMaxFailures This option defines the maximum number of failures for
IPTV channel change tests. When the number of failures
exceeds this value the test will be automatically stopped.

igmpFastLeave Some IGMP devices support IGMP Fast leave which is
usually enabled when the device is also using IGMP
Snooping to detect the number of IGMP devices on a port.
CDRouter's multicast tests will work with or without
IGMP snooping.

CDRouter supports IGMP Fast Leave behavior by setting
the testvar igmpFastLeave to ‘yes’.

supportsMulticastOut Some devices to not support outbound multicast traffic
through NAT. The testvar supportsMulticastOut can
be set to ‘no’ to automatically skip outbound multicast
testing.
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CDRouter supports the Dynamic DNS protocol created by Dynamic Network
Services, Inc. (http://www.dyndns.org) The dyndns.tcl test module verifies that a
client complies with the DynDNS.org update syntax and specifications.

There are several configuration settings that control the DynDNS test setup.

DynDNS Configuration Settings

supportsDynDns This testvar should be set to “yes” if the router supports the
DynDNS protocol and has a confided client. Otherwise, this
testvar should be set to no.

dynDnsServerlp This is the IPv4 address of the DynDNS server that CDRouter
will create. Normally, you may choose any address here since
CDRouter will automatically map the hostname
members.dyndns.org to this IPv4 address. If the DynDNS
client is hard coded to use a specific IPv4 address, you may
need to set the IPv4 address here to match the router.

dynDnsTransport The DynDNS server can be run in either http or https modes.
If the DynDNS client is using HTTP, this testvar should be
configured to http. If the client uses HTTPS, this testvar
should be set to https. If unspecified, the default transport is
http.

NOTE on HTTPS transports: CDRouter includes a self-
signed certificate for members.dyndns.org. For security
reasons, CDRouter cannot include the real certificate used by
dyndns.org. Some DynDNS clients will not establish a
HTTPS connection with CDRouter’s built in DynDNS server
since the client is unable to fully verify the server certificate.
To work around this, you may install the CA certificated used
to create CDRouter’s server certificate. The CA certificate is
installed as /usr/share/doc/cdrouter/root.pem. A second work
around is to disable full certificate verification on the
DynDNS client.

dynDnsHostname This value should be configured to match the hostname value
of the DynDNS client.
dynDnsUsername This value should be configured to match the username value
of the DynDNS client.
dynDnsPassword This value should be configured to match the password value
of the DynDNS client.
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DynDNS Configuration Settings

dynDnsAgent This value should be configured to match the user-agent value
of the DynDNS client. CDRouter will use this information to
verify that the user-agent field is correct.

dynDnsSystem This value should be configured to match the system update
type of the DynDNS client. It should be set to either

“dyndns”, “custom”, or “statdns”. The default is “dyndns”.

dynDnsMX This value should be configured to match the MX hostname
setting of the DynDNS client. If the client is not updating an
MX record, this testvar should be commented out.

dynDnsBackMx This value should be configured to match the backup MX
setting of the DynDNS client. It should be set to either “yes”
or “no”.

dynDnsWildcard This value should be configured to match the wildcard setting
of the DynDNS client. It should be set to either “off” or “on”.

dynDnsWait This testvar is used to define additional time to wait in
seconds for DynDNS updates AFTER the WAN is
established.

Increase this timeout if tests are failing because the router
hasn't updated after the WAN link is re-established with a
new IPv4 address.

testDynDnsErrorCode DynDNS error codes should disable the DynDNS service on
the device, forcing any subsequent tests to fail.

Setting this to 'yes' here will allow you to run the error
handling tests which would not normally run. Note that this
will disable the regular DynDNS functioning tests.

dynDnsReturnCode This testvar is the error code for the DynDNS server to return
when doing the Error handling test. The following error codes
are available:

badsys
badagent
badauth
!donator
nochgnotfgdn
nohost
lyours

abuse
numhost
dnserr
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During a test run, CDRouter will simulate different hosts on both the LAN side of
the network and the WAN side of the network. In some cases, CDRouter may
need to find an unused IP network or IP address to use in a test. Some of the tests
also use a host IP on the WAN interface that can be configured with
remoteHostlp. This IP address should not conflict with any addresses in the
free network range. Also, it should not be on the same IP network as the router’s
WAN [P address. The following diagram shows logically how the remoteHostlp
address is used.

Logical Topology Setup for CDRouter

WAN LAN

remoteHostlp

lanlp cdrouter

wanlsplp

cdrouter ‘)

cdrouter _p |IROUTE

wanlspAssignlp

cdrouter

wanNatlp
Free Address Configuration
FreeNetworkStart These options are used to configure a range of free IP
FreeNetworkStop addresses available to the test. At certain points during a test

FreeNetworkMask case, these addresses may be allocated to a test case. These

addresses should not conflict with any of the other IP address
configuration. If the FreeNetworkStop address is not
configured, it defaults to 223.255.255.255

remoteHostlp This option is used to define an IP address on the WAN side
of the router that will be used for LAN->WAN and WAN-
>LAN traffic verification. This address must be on a different
subnet than the WAN subnet. The CDRouter test suite will
use this source address for traffic originating on the WAN
interface. NOTE: This address must not be contained in the
FreeNetwork range configured below. See the local .conf
file in the Appendix for an example.
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CDRouter can terminate IPSEC ESP tunnel mode connections from the device
under test. In order to test IPSEC tunnels on your device, you must configure the
IPSEC tunnels on your device and create a corresponding IPSEC tunnel
configuration in the CDRouter configuration file.

There are several testvar entries that must be created for each tunnel to define the
remote gateway, destination network, inbound and outbound SPI1 numbers,
security policy, and associated keys. NOTE: The current release of CDRouter
only supports manual IPSEC keys.

The picture below shows the logical topology that CDRouter uses for testing
IPSEC tunnels. CDRouter emulates one end of each IPSEC tunnel. CDRouter is
also able to emulate a remote network that is reachable through the tunnel and
hosts on the remote network.

The following IPSEC tunnel configuration parameters must be configured in your
local . conf file for each tunnel that will be tested. Each tunnel parameter ends
with a number that identifies the tunnel. The “N” shown in the IPSEC ESP Tunnel
Configuration table would be replaced with the actual number of the tunnel such
as 1, 2, 3, etc. Please see the example local .conf file for actual examples.

IPSEC ESP Tunnel Configuration
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