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l1.Introduction and Terminology

Introduction

CDRouter-IKE is an add-on module for CDRouter and CDRouter-MultiPort that adds
IKE and IPSEC based VPN testing support to CDRouter. CDRouter-IKE is used to test
CPE routers that contain VPN security gateway functionality based on IKE.

When CDRouter-1KE is enabled, CDRouter is able to establish IKE based VPN
connections with the router under test by emulating IPSEC gateways and clients. Several
automated functional test cases verify the behavior of IKE and verify that VPN
connections are secure and robust. The CDRouter-IKE functionality can also be
combined with CDRouter’s existing application tests to allow application traffic to run
over VPN connections.

CDRouter-IKE offers a blend of testing styles including conformance, functional, and
negative. Many of the test cases focus on the underlying problems encountered during
interoperability testing.

Since CDRouter-IKE is highly configurable, the number of VPN configurations that can
be tested is unlimited. Test Engineers are encouraged to run their devices through as many
different configurations as possible.

IKE/VPN Terminology

Before testing an IKE based gateway using CDRouter-IKE, it is helpful to review some
terminology specific to IKE and VPNs. A good understanding of this terminology will
assist the tester in reading log messages and diagnosing testing issues involving IKE. It is
assumed the tester has some basic knowledge of IKE and VPN technologies.

The CDRouter-IKE test suite targets the testing of the IKE protocol (RFC 2409 Internet
Key Exchange) and also the ESP protocol (RFC 2406 IP Encapsulating Security Payload).
IKE is the keying protocol used to establish dynamic keys for IPSEC connections. The
keys produced by IKE are used to encrypt and authenticate data traffic sent using ESP
packets.

IKE is based on a general key management protocol called ISAKMP (RFC 2408). Some of
the terminology used to test IKE comes from ISAKMP and some of the terminology
comes from IKE. For simplicity, the test documentation generally refers to the protocol as
IKE.
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Key Exchange Modes

Phase 1 —When two IKE peers first attempt to communicate with each other, they
must establish an IKE SA (Security Association). IKE supports two types of Phase 1
modes — “Main Mode” and “Aggressive Mode”. In test cases where the type of Phase 1
mode does not matter, the test case will refer to the general term “Phase 1”. A successful
Phase 1 exchange will produce an IKE SA that is used to encrypt and authenticate all IKE
traffic associated with a specific IKE SA.

Phase 2 —The actual IPSEC SAs (Security Associations) for ESP traffic are negotiated
during the Phase 2 exchange. IKE only supports one type of Phase 2 exchange called
“Quick Mode”. Test cases may refer to either Phase 2 or “Quick Mode”. A successful
Phase 2 exchange will produce an IPSEC SA that is used to encrypt and authenticate all
data traffic.

VPN Tunnels

A VPN Tunnel is the high level configuration provided by the user that describes the
local and remote traffic that will be carried by IPSEC ESP packets. It also describes the
type of encryption, authentication, and Diffie-Hellman modes for the Phase 1 and Phase
2 exchanges needed to produce the IKE SAs and IPSEC SAs.
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2. Test Methodology

Initial Start-Up

CDRouter-IKE attempts to bring up any site-to-site tunnels defined in the CDRouter
configuration file during the initial start-up phase. CDRouter-IKE first sends traffic on the
LLAN side that matches the tunnel. If the traffic matching the tunnel does not cause the
tunnel to be established, CDRouter-IKE will initiate the Phase 1 exchange from the WAN.

For site-to-site tunnel testing, each test case assumes that one valid Phase 1 and Phase 2
SA exists before the test case starts. For some test cases, CDRouter will attempt to delete
all existing Phase 1 and/or Phase 2 SAs. CDRouter does this by sending an Informational
message with the DELETE payload.

Configuring Lifetime

CDRouter-IKE can test tunnels with various lifetime values for Phase 1 and Phase 2.
However, in some situations, small tunnel lifetimes are recommended. There are a small
number of test cases that will wait for Phase 1 and Phase 2 SAs initiated by the gateway to
timeout. It may not always be practical to run these tests with the default SA lifetime.

Under normal operation, you should configure CDRouter with same Phase 1 and Phase 2
lifetimes as the gateway under test. In most situations the Phase 2 SA lifetime is usually
shorter than the Phase 1 SA lifetime.

Not all IKE gateways all the configuration of short lifetimes. QA Cafe has found that the
following sample values work well when running all the test cases in the ike.tcl module:

IKE SA Lifetime (Phase 1): 300
IPSEC SA Lifetime (Phase 2): 120

Longer lifetime values can still be used. However, the tester must be prepared to wait if
the gateway initiated deletion test cases are included in the test run.

Minimum Lifetime

During some test cases, CDRouter-IKE will attempt to initiate IKE and IPSEC SAs with
a very short lifetime. Some routers will not allow this and will actually set the lifetimes
based on their configured values. The short lifetime values used by CDRouter can be
configured using the testvars ikeMinimumLifetime and ipsecMinimumLifetime. If the
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router does not support lifetimes shorter than its own configuration, these values should
be set to the same values as the tunnel configuration.

Recovering IKE Tunnels

If a tunnel appears to be down, CDRouter will attempt to bring the tunnel back up using
the following approach:

X Send traffic on the LAN with a destination IPv4 address that matches the tunnel

X If the tunnel is still down, attempt to initiate a new Phase 1 and Phase 2 exchange

X Include the INITTAL-CONTACT Notify Payload in the Phase 1 or Phase 2
exchange to encourage gateway to delete any existing Phase 1 and Phase 2 SAs

Switching IPSEC SAs

During several of the test cases, the IPSEC SA that is used for tunnel traffic will change.
This may happen for several reasons:

X The IPSEC SA expires and the gateway under test initiates a new IPSEC SA
X CDRouter-IKE sends a DELETE payload for the IPSEC SA
X The INITIAL-CONTACT status message is sent to restart

After a Quick Mode exchange is completed, CDRouter-IKE can be configured to wait a
specific amount of time before checking that a new IPSEC SA is being used. The testvar
ikeNewQuickModeDelay should be configured with the amount of time to wait after a
new Quick Mode exchange. The default value is 1000 milliseconds.

NAT-Traversal

CDRouter-IKE supports NAT-Traversal (NAT-T) based on RFC 3947 or NAT-T draft
versions 00, 02, and 03. When NAT-T is enabled, CDRouter will report NAT Detection
payloads that will not match either side of the IKE connection in order to force NAT-T to
detect NAT and use UDP encapsulations. All of the existing test cases in the ike.tcl
module maybe run when NAT-T is enabled. There is also an additional ike-natt.tcl

module that contains specific tests for NAT-T. These test cases may or may not force
NAT to be detected. NAT-T may be enabled by selecting the NAT-T version that
CDRouter-IKE will use.

Example:

testvar ikeNatTraversal draft-00

Valid values for ikeNatTraversal are draft-00 , draft-02 , draft-03 , rfc-3947 , and no.
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