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1.Introduction

Introducing CDRouter TR-069, the newest add-on in the CDRouter family which adds
TR-069 testing and functionality to our industry leading test platform. CDRouter TR-069
has been designed from the ground up to work with the DSL Forum's CPE WAN
Management Protocol described by TR-069.

With the TR-069 add-on module enabled, CDRouter is enhanced to provide a built-in
ACS during all testing sessions. The TR-069 add-on module also contains several new test
cases focused on real-world TR-069 scenarios. Additionally, test cases implementing the
DSL Forum's PD-128 (Interoperability Test Plan for PD-069 Plugfests) testing protocol
are included.

By offering automated versions of the PD-128 test cases in addition to the growing battery
of real-world tests, CDRouter TR-069 can help you test your TR-069 device quickly and
thoroughly. CDRouter TR-069 supports the TR-069 specification from the DSL Forum
and several related specifications including TR-111 Parts 1 and 2, TR-106, TR-098, TR-
104, TR-135, and WT-107.

NOTE: This document covers the CDRouter TR-069 version bundled with CDRouter
4.1.1.
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2. Test Methodology

Initial Setup

CDRouter TR-069 provides a built-in ACS for CPEs to contact. Prior to running any
tests however, the CPE must be told how to connect to the ACS. There are no methods
for automatic ACS discovery currently supported. Information on how to configure

CDRouter TR-069's ACS server can be found in Section 4.

Start-Up

During the start-up procedure, CDRouter TR-069 expects to receive an Inform RPC from
the device being tested. This Inform should be triggered by rebooting the device, or by
configuring the CPE Connection Request URL in the CDRouter configuration file. Once
CDRouter has received the initial Inform, the testing procedure will begin.

Running

Once testing has begun, CDRouter TR-069 will use the built-in ACS to communicate with
the CPE. No more user interaction is needed!

Eight modules are included with CDRouter TR-069.

pd128.tcl Automated version of PD-128 test plan
tre9.tcl Additional TR-069 tests
trlll partil.tcl TR-111 Part 1 test cases

tro98_profiles.tcl CWMP profile testing for TR-098 (IGD)
tri104_profiles.tcl CWMP profile testing for TR-104 (VolP)
tri35_profiles.tcl CWMP profile testing for TR-135 (STB)
wt107_profiles.tcl CWMP profile testing for WT-107 (TR-098v2)
cwmp_profiles.tcl  CWMP profile testing for user defined profiles

To run only the TR-069 related test modules from the buddy command-line:

# buddy —module pdl128.tcl,tr69.tcl,trlll partl.tcl,
tr098 profiles.tcl,tr104 profiles.tcl,wtl07_profiles.tcl,cwmp_pr
ofiles.tcl —trace —pt

For additional execution options, see the CDRouter User Guide or the CDRouter Quick
Start Guide.
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3.Requirements and License

In order to run CDRouter TR-069, you must have CDRouter 3.5, CDRouter-MultiPort
3.5 or newer versions installed on your CDRouter system. An update is required to your
license file in order to enable the CDRouter TR-069 functionality. Please follow the
instructions from support@gacafe.com on how to install an updated license file that
enables CDRouter TR-069.

CDRouter will report the status of TR-069 during its normal startup. If TR-069 is enabled,
the line “TR69 is enabled” will be displayed during the initial start up text.

Copyright (c) 2001-2006 by QA Cafe
Built on 2006-09-08 on seagull, pktsrc version 3.5

Using license installed at: /etc/cdrouter.lic
Registered to: Com

Maintenance, Support and Upgrades until: 2006-11-04
Licensed to run: cdrouter

Buddyweb is enabled

IKE is enabled

TR69 is enabled

INFO(setup): Starting buddy ...

INFO(setup): Loaded OS version Linux-2.6.15-26-386

INFO(setup): Loaded Tcl version 8.5a4

INFO(setup): Loaded buddy version 1.32

INFO(setup): (buildd@terranova) (gcc version 4.0.3 (Ubuntu 4.0.3-1ubuntu5))

Using the buddy —info command, the status of TR-069 can quickly be displayed:

# buddy —info

BuddyWeb and CDRouter TR-069

If you are running BuddyWeb, you can check that CDRouter TR-069 is enabled from the
“Advanced” tab.
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4.Configuration

ACS Configuration

The ACS has several configuration entries to control its setup.
The following table describes each entry.

acsIp The testvar acslp is the IP address where CDRouter
will create the ACS server. This IP address must be on
the WAN side of the network. CDRouter will only
respond to this IP address on the WAN.

This IP address must be unique and can not be the same
as other IP addresses used for the wanlsplp,
remoteHost, etc.

When configuring the ACS URL path on the CPE
device, the CDRouter ACS does not have any additional
path location. The URL should be configured based on
the acslp and acsPort as follows:

acsTransport://acslp:acsPort
For example

http://6.0.0.1:80
https://6.0.0.1:443

acsPort The testvar acsPort is used to configure the port
number of the ACS server. The default is port 80.
acsTransport The testvar acsTransport value is used to configure

the desired transport for the ACS server. The transport
can be http or https. By default, when https is
specified, CDRouter will use the certificate
/usr/share/doc/acs.qgacafe.com.pem as its server
certificate.

acsAuth The testvar acsAuth value is the type of HTTP
authentication that will be run on the ACS server. The
authentication type can be either digest, basic, or null.
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acsDigestQopAuth

If the gqop=auth option should be used when digest
authentication is enabled on the ACS server, the testvar
acsDigestQopAuth should be configured to yes. To
disable the use of the qop=auth option, the testvar
acsDigestQopAuth should be set to no. The default
value is yes.

NOTE: gop=auth-int is not currently supported.

acsDigestMd5Sess

When the ACS is acting as a HT'TP client and digest
authentication is requested by the CPE server, the ACS
will use the algorithm MD5. The MD5-sess algorithm can
also be used by configuring the testvar
acsDigestMd5Sess to yes. The default value is no.

NOTE: Starting in release CDRouter TR-069 3.6, the
acsDigestMd5Sess testvar is obsolete. CDRouter will
automatically select the correct digest algorithm based
on the CPE server response. The default algorithm is
MD5. MD5-sess will only be used if the CPE’s server
returns digest authentication requests with the
algorithm=md5-sess option.

acsCertPath

The testvar acsCertPath can be used to configure the
ACS with a server certificate. The certificate must be in
PEM format. Normally, CDRouter’s default server
certificate should be used which is a Verisign signed
certificate. When the default server certificate is used
with the ACS, the testvar acsCertPath does not need
to be configured.

acsCaCertPath

The testvar acsCaCertPath can be used to configure
the CA for the certificate defined by the testvar
acsCertPath. This is true if you are using an
intermediate CA that is not already installed on the CPE.

acsDefaultUser

The username the CPE device should use when
connecting to the ACS. Currently, the username should
be statically configured on the CPE.

acsDefaultPassword

The password the CPE device should use when
connection to the ACS. Currently, the password should
be statically configured on the CPE.

acsCpeDefaultUser

The username the ACS should use when connecting to
the CPE for new connection requests.

acsCpeDefaultPassword

The password the ACS should use when connection to
the CPE for new connection requests.

acsCpeConnReqURL The location of the CPE Connection Request URL. If
this value is not configured, CDRouter will learn this
value automatically when it receives the first Inform
RPC.
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