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Tip #1: Connect to a
DUT’s Ul During ©
Test Run

With the device manager Ul feature




Which interfaces
are already in use?

> d: Q
Package Name
Scaling Tests
Notes

N/A

Other packages cannot include this package's testlist in their own testlist.

Options Summary

1 testcases, runs normally

Tip #1: Connect to a DUT During a Test Run

You can see which
interface are in use
during a test run..

UTER | Results x  +

(V' chamberpod.lan/r

' /} q(] | CDRouter HOME DEVICES CONFIGURATIONS PACKAGES

=

Configuration

TP-Link AX6000 -Scaling
Device

TP-Link Archer AX6000
Owner

brian

Tags

Schedule

# This package would run at 12:00 am, but its schedule is
currently disabled

Interfaces

+ Test Results 0 Security Alerts
20231108145402
Filter Tests
RUNNING o 0
e @ rollow current test [start] "
Scaling Tests
Search Package
Exter testhiame Scaling Tests - 1 testcases, runs normally
Configuration File
Test Navigation TP-Link AX6000 -Scaling
Interfaces
Enter test name
Started
2023-11-08 at 2:54 PM
ill & ar &

v 0 TIME -~ TEST NAME DESCRIPTION

00:45 start CDRouter Startup

3tests| gotopage

£+ Running: Scaling Tests is currently running start. 0 pass | O fail | - alerts

SUPPORT

0 00:47 BSto 12

Device
Edit device
TP-Link Archer AX6000

Tags
Edit tags
NA

Notes x
Edit notes
NA

M skip reasons  LOG SEQ4

log

CDRouter 13.20.1 (aa9f6ec) running on pod82[10.0.3.7) ©2023 QA Cafe '

.. or which ones will be in
use by looking at the test
package details




CDROUTER | Devices x +

»> C AN e | chamberpod.lan/d

CONFIGURATIONS

Z qa|CDRouter HOME

evices

Device Name

TP-Link Archer AX6000

Manage Device

R View managen&ent interface

2.Connect - sets up g et

asic Wifi - TPLink AX6000  Scaling Tests

7, Link AX6000 Wired Perf
web proxy to the DUT’s ioivis.. s Caement
MLink AX6000 Wireless 2.4 Perf - wifi0-acn

‘ , )ain UI 2Link AX6000 Wireless 2.4 Perf - wifi1-ax

2Link AX6000 Wireless 5GHz - wifi0-acn

Allow connections to device over HTTPS without valid certs

SLink AX6000 Wireless 5 Multi-Perf - wifig; Management URL

https://192.168.0.1/

Power On Command

curl http://power.lan/pdu19/2/on

Info

Picture

3. Open a browser A
tqb to DUT’S UI rehthrunnmgslartDpszs[ofaw\\—alerts

Tip #1: Connect to a DUT During a Test Run

1. Make sure to use an
interface NOT being
ceo o A N B A used in the test.

Owner

brian

Tags

gure management interfagg

Address
192.168.0.3/24

Interface
ethl

Power Off Command

curl http://power.lan/pdul19/2/off

Location

connected to chamberpod in middle wifi chamber

Default IP
192.168.0.1

Default Login

CDRouter 13.20.1 (aa%féec) running on pod82 [10.0.3.7] © 2023 QA Cal

(see next slide)



Tip #1: Connect to a DUT During a Test Run

CDROUTER | Devices X AX6000 Next-Gen Wi-F X +

C A Notsecure | chamberpod.lan:454 bpa index.htr =ea3f7fe8#

10 tp-link | AX6000 Next-Gen Wi-Fi Router

@ ® 6 ©® ®

Network Map Internet Wireless HomeCare Advanced

Information Real-time Rate Intertace Rate(Mb]Irs) Duration
IBASE < 1 O0KBIs ,
@ lri\,‘u 1-7F-58 [ i B 4 min N
Watch as the client1 2 1 0.69KBIs =
) @ BO-75-0C.0C-58:A g 2402 / 2402 0 min (N
clients connect 192168018 bz
while the scaling dento £ 1 oks i
. . @ B0-75-0C-BF-12-5C & 2402 2402 0 min N
test is running! T Lok
client11 < 1 O0KBIs = _
@ o L X 1-f — 2268 / 2402 0 min N
. . client12 £ /s =
{'38 télf Zgg Akt/c@ /(0)" B =« = C-D0-57-0F B - 2268 / 2402 0 min N
192.168. | OKBIs
a reminder on the Device o
clien 2 1 OKBIs = _
Manager fedtore o, premer g PEERE S


https://support.qacafe.com/cdrouter/knowledge-base/cdrouter-device-manager/

~ Tip #2:
wiyd Overriding
Testvars

Change testvar settings without
modifying the config file

‘v =



New Add a tectvar” butfon
added to (aunch popup

Overriding Testvars

@ qa|CDRouter

Packages

To run this Package, click the
“Launch” button inthe toolbar.
Here you will be zble to include
tags and extra options applicable
to this one run only.

ess the Analyze button to
seewhich tests in the Package will
run. If a test will be skipped, a
reason will appear beside it. Press
the |abel name at the end to see
help on how to edit your
configuration file so the test will
run.

ildle
L

HOME DEVICES

P Launch /7

Package Name
Nightly
Notes

N/A

Other packages ¢

Options Summa|
460 testcases, r)

Recent Results (3]
Visw more

NAME
20231115163044
20231115162647

20231115155559

Selected TESTS

CDRouter-Top-100|

CDRouter-1Pv4-CH|

CONFIGURATIONS PACKAGES

RESULTS

CDRouter-Security!

Launch this package

Exzra arguments

SUPPORT BRAD »

@ Lock X Close il Visualize

Configuration
DUT WiFi Config
Device
test-router-01
Owner

brad

Tags

Schedule

# This package would run at 12:00 am, but its schedule is
currently disabled

Interfaces

e

ALERTS TIME

- 06:32

- 01:32

= 00:00

EXPANSION MODULE

CDRouter 13.21.0 (a296fdc release_13_21), built 2023-11-14 17:00:35 running on nta1000[10.0.2.11] ©2023 QA Cafe



Tip #2: Overriding Testvars

Testvars
Set TestVCIr Group Testvar Value Action Remave
. . main anSSID CDRouter-WIFI Set Testvar v =]
Override testvar values in - .
the mqin SeCtIOﬂ or | an2 anChanne 2.4GHz Set Testvar v s
within a testvar_group 2 e
»IPV4CPETf main dhcpleaseTime Delete Testvar ~ =
Delete Testvar i
Remove custom setting st | i
to revert it back to its =
default value
Delete Group

Remove an entire
testvar_group so itis no
longer defined



Start procedure (og fite shows which
Lestvars were modified

Tip #2: Overriding Testvars

INFO(setup): Creating log
52 INFO(setup): Loading test
52 NOTICE(setup): Overriding
52 NOTICE(setup): Overriding
52 NOTICE(setup): Overriding
2 NOTICE(setup): Overriding

directory '/usr/cdrouter-data/results/20231115/20231115163044"
"/usr/cdrouter-data/results/20231115/20231115163044
config from command line: -testvar 1anSSID=CDRouter-WIFI

configuration file

config from command line: -testvar_group lan2:lanChannel=2.4GHz
config from command line: -delete-testvar dhcpleaseTime
config from command line: -delete-group lan3

2 INFO(setup): Adding test module "dhcp-c.tcl"™ to execution list

52 INFO(setup): Adding test module "dhcp-s.tcl

TITn

to execution list

10



Tip #3: Use Stable
WAN MACs

Useful and important in shared test setups




|

Corporate Firewall
& Router

.

Lab Network Test Network
Switch Switch

I

MGMT WAN

***“* CDROUTER =

DOCSIS, GPON, DSL, or
FWA Network

Access
Concentrator

LAN

DUT

Tip #3: Use Stable WAN MACs

By default, CDRouter assigns unique,
randomized MAC addresses to all primary
WAN test stacks during every test run.

All MAC addresses share the same 24-bit
OUI. The OUI is configurable using the
testvadr edrouterOui.

In some shared test setups, randomized
WAN MAC addresses may lead to stale
entries in upstream ARP tables and NDP
caches, preventing test cases from running

properly.

12



The wanMacStable testvar makes
CDRouter assign stable MAC
addresses to all primary WAN stacks.

Stable MAC addresses are consistent
across test runs and unique per
system to avoid collisions in
environments where multiple
CDRouter systems or test instances
are present.

We recommend always using
wanMacStable in shared Test

environments!

Tip #3: Use Stable WAN MACs

CDROUTER | Configs

< C A NotSecure astro

< /) qq | CDRouter HOME DEVICES PACKAGES
Configs @ Save @ Check config

Ourintegrated configuration

editor brings text-based editing

Configuration Name

right in e browser. Simply click

. CDRouter TnT 2024
Description
Notes
Enter notes.
QFind 1 Previous 4 Next + Expand Al — Collapse All

» SECTION "About” {e}
20 v SECTION "Base Configuration” {
SECTION "WAN" {

SECTION "WAN Interface" {

}

SECTION "WAN Gateway and DHCP Relay" {«}

WAN Interface » wanMacStable

Type

keyword-list

Accepted Values

yes no

Default Value

Description

This parameter specifies that CDRouter should generate and

This testvar was added in CDRouter 13.14.

CDRouter 13.21.1(3477c36) running on

SUPPORT

astro.lan [10.0.3.3] © 2023 QA Cafe
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Tip #4: Automatically
Retry Test Case
Failures

Using package run-time options




Edit your existing test
package and display
run-time options

CDROUTER | Packages x +

€& 2> C A Notsecure | chamberpod.lan/packa

‘ /, qQ | CDRouter HOME DEVICES CONFIGURATIONS RESULTS

[0 Use As Testlist

Other packages cannot include this package's testlist in their own testlist.

Options Summary
1testcases, retry afailure up to 2 times @ x

Enable retries
and enter a
value for the
number of
attempts

Package Options

Test Execution Retries

O pause between tests

Retry afailed testupto| 4

times

Loop the package| once

Ostop after failures
P Repeat each test times Owait seconds betw
DOwait seconds between each test case
O Fail »  the package after seconds

Interrupt current test

Test Selection

@ Idle, TPLink AX6000 Wired Perf scheduled for Today at 10:00 PM /'

Tip #4: Automatically Retry Test Case Failures

SUPPORT
Schedule

[OJRun this package at 00 ~ 00 ~ (12:00am)/

Advanced

(O shuffle test order. Optional shuffle seed: | 0

(O Additional CLI arguments

e

CDRouter 13.20.1 (aa9féec) running on pod82 [10.0.3.7] © 2023 QA Cafe

15



Tip #4: Automatically Retry Test Case Failures

INFO{wan): Sending ARP Reply 202.254.1.1 is at b0:75:0c:7f:3e:7e

0>>>(wan) : b0:75:0c:7f:3e:7e 80:cc:9c:3e:3b:96 ARP When I‘etl’leS dre enCIb|ed Gnd
I<<<(wan): 3001::2 2620:108:700f: :3424:e0d3 TCP

INFO(wan): Sending out periodic IPv6 Router Advertisement for 3001::/64 the teSt case encounters a
0>>>(wan) : feB80::b275:cff:fe7f:3e7e ffo2::1 ICMPv6 fCII|U re

FAIL: UDP performance test ended unexpectedly
INFO(cdrouter-5433): stdout:

CDRouter automatically will retry the
test case (before moving on to the
next one deﬁned in the test package) | SECTION(cdrouter-5433): Setfcing up LAN.and WAN performance test

SECTION(cdrouter-5433): Retrying test perf 4 (5433) after test result of FAIL

. Hopefully the test case will pass on
INFO(cdrouter-5433): UDP upload throughput over 30.0 seconds is 1113 Mbits/sec .
INFO(cdrouter-5433): UDP jitter is 0.008 ms with a loss rate of 0.00380806% the next attempit. (It will try the
PASS: UDP upload throughput of 1113 Mbits/sec is greater than UDP low threshold of 850.0 Mbits/sec number Of tlmeS SpeCIerd in the
package options)

(?DROUter will note hOW mC'nY SECTION(cdrouter-5433): Test perf 4 (5433) was tried 3 times
times the test was retried . PASS: Test perf 4 (5433) passed

16



Read thic Knowledge Base
article for additicnal

imformation

Tip #4: Automatically Retry Test Case Failures

v L ) TIME &
v 02:42

00:39

00:39
v 00:37

On the Results page, if a test
was retried, the number of
attempts made will be listed
next to the green + or the red x

00:37

v 00:39

v 00:39

17


https://support.qacafe.com/cdrouter/knowledge-base/how-can-i-automatically-retry-failed-tests/

Tip #5: Resource
Locking

Protect your configs, packages and
devices from accidental changes




(ock buttons protect

resovrees from being

Tip #5: Resource Locking modlfied or deleted

< / ) qa I CDRouter HOME DEVICES CONFIGURATIONS

v Test Results O Security Alerts
20231120201303

Filter Tests CERRATY ETE T 2

Reculte

‘\/’ qG | CDRouter HOME DEVICES CONFIGURATIONS PACKAGES RESULTS

(]
COhﬁgg Conﬁgs ) Save &) Check config Q Search = Networks @ Share... *O History il Dele Close
Our integrated configuration

editor brings text-based editing .
. . . Configuration Name Owner
right into the browser. Simply click
___and sftarf tvning! — c = [N — = hrad




You can afce lock:
(cers

Packages
Devices

Tip #5: Resource Locking

@ qa| CDRouter

Users

CDRouter's new user model

HOME DEVICES CONFIGURATIONS PACKAGES RESULTS

& Edit ii Change Password... O History i Delete

‘ /’ q(] | CDRouter HOME DEVICES CONFIGURATIONS RESULTS
Packages P Launch # Edit Q Analyze (3 Export (D Copy o3 Share... D History i Dele ose
To run this Package, click the
"Launch" button in the toolbar. s L . .
. Here you will be able to include it - "vbesk rrhE St
‘ / ) qCI | CDRouter HOME CONFIGURATIONS PACKAGES RESULTS
Devices # Edit @ Connect ¥ Power On Off ® Export P Copy o8 Share... *O History m Dele o Close
Add Attachments Device Name Owner
Facher mviitoe 071 brad

20




Chieck the Cock” butfon to

lock or vnfock

Tip #5: Resource Locking

(/} ga I CDRouter HOME DEVICES “ONFIGURATIONE PACKAGES RESULTS SUPPORT

Conﬁgs &) Save ) Check config Q Search = Networks g Share... O History i Delete. X Close

Our integrated configuration

editor brings text-based editing .
Configuration Name Owner

right into the browser. Simply click

and start typing! brad

Performance Stability Config

SV Tags
Description
stability
Notes
- LAN:ethl

- WAN: eth7



Tip #5: Resource Locking

Ahy admin-level vser can

lock or vnfock ﬂ&z resouvrce

no majlter who owns i/t

@ qa| CDRouter

Configs

Qur integrated configuration
editor brings text-based editing
right into the browser. Simply click
and start typing!

HOME

DEVICES CONFIGURATIONS PACKAGES RESULTS

B) Save

Configursz

Pert

Descriptif

Are you sure?

Locking a config prevents anyone from modifying or deleting it until it is
unlocked.

SUPPORT

| Delete... @ Lock X Close

Owner

brad

Tags

stability

Notes

- LAN: eth1
- WAN: eth7

22



Banner is disployed when

Tip #5: Resource Locking

resovrce Is focked

@ qa|CDRouter

Configs

Our integrated configuration
editor brings text-based editing
right into the browser. Simply click
and start typing!

HOME DEVICES CONFIGURATIONS PACKAGES ESULTS

Heads Up! This config is locked and cannot be modified or deleted until it is unlocked. You can

&) Save ) Check config Q Search = Networks o Share...

Configuration Name

Performance Stability Config

Description

Notes

- LAN: eth1
- WAN: eth7

O History

SUPPORT

and modify it without unlocking the original.

il Delete... @ Unlock X Close

Owner

brad

Tags

stability

23



Tip #5: Resource Locking

Lock and Unfock by

@ qa|CDRouter

Packages

Show

Owned by podbrain v

HOME DEVICES CONFIGURATIONS

il New P Launch (R Copy ®» Taz... # Bulk Edit...

—
o=
—

— [J

clicking the icons on ——

Lhe index page

Filters

All Devices =

Filter by name...

22 es & Testlists -
O &

26-27 of 27 packages |

NAME ~

USP Plugfest Websocket v6 TLS uspTLS-
ExcludingProfileModules

USP Plugfest Websocket v6 uspTLS-ExcludingProfileModules

go to page

RESULTS
& Import... &) Expor

DESCRIPTION

TESTS

65

65

24



Locks do NOT profect
pre-installed
Lestlist packages

Changes you make will
be overwritien when

you ypgrade CORouter

Tip #5: Resource Locking

< / ) gqa | CDRouter HOME DEVICES CONFIGURATIONS

Packages &

New P Launch (O Copy W Tag...
Shicar B & / = NAME~
P N 0 & # - CDRouter-Application
v Qg OY =X i o
[ & CDRouter-BBF069-Certification
Packages & Testlists v -
[ & CDRouter-DNS
Filters [ & CDRouter-DOCSIS
All Devices - [ & =  CDRouter-IPv4-CPE
[ & CDRouter-IPvs-CPE
Filter by name
[ & CDRouter-IPvé-Top-100
- CDRouter-Multicas
Popular Tags
B CDRouter-Security

Showaitagpr Cesrawecton

RESULTS

DESCRIPTION

CDRouter's Application Test Cases
CDRouter BBF.069 Certification
CDRouter's DNS Test Cases
CDRouter's DOCSIS Test Cases
CDRouter's IPv4 CPE Test Cases
CDRouter's IPvé CPE Test Cases
CDRouter's Top 100 |Pvé Test Cases
CDRouter's Multicast Test Cases

CDRouter's Essential Security Test Cases

25



Make copres of
pre-insialled testlist
packages if you want to
modify them

Tip #5: Resource Locking

‘ /’ qC] | CDRouter HOME DEVICES CONFIGURATIONS \CKAGES RESULTS

Packages

CONFIG

i New g D W # Bulk Edit X imp ®E il Delet
IPTION TEST
Show DESCRIPTIO ESTS
Odnsdbyinad O a CDRouter-Security (copy 1) CDRouter's Essential Security Test Cases 205
I:I ﬂ CDRouter-Top-100 (copy 1) CDRouter's Top 100 Test Cases 100
Packages & Testlists
2 packages go to page

Filters

26



Tip #6: Make
Analysis Easier

With these useful log viewer features




Tip #6: Make Analysis Easier

and collaborative with comments

CDROUTER | Results

Use comments to add additional information
to test logs. Click the dot next to the log line
number tO Odd a new Comment @ qGICDROUter HOME DEVICES CONFIGURATIONS PACKAGES SUPPORT

(&) /\ Not Secure  astro,

Markdown is supported making it possible to EHffcfj[}jﬁifjjjffjjjjj “ || n] | @A [ Aeon | Al
add formatted text, links, and numibered lists ol
to comments. D SRS PG v s ane sl

Lo el e R L R R R R R e wan ' mac=b0:75:0c:6b:6b:31 (eth5,ethernet)
to collaborate on analysis of test logs. eth5 link to come up

C O m m e n tS m O y be tog g | ed O n O r Off by Comments are persistent and remain part of the log until they are ‘ls v

deleted.

clicking the dot next to the log line number or e
the Show/Hide comments link at the top. —

INFO(wan): Adding ARP entry for 202.254.1.1 at ff:ff:ff:ff:ff:ff
INFO(wan): Sending ARP Request for 202.254.1.1 to ff:ff:ff:ff:ff:ff
. . . . I 0>>>(wan) : b@:75:0c:6b:6b:31 T U A A ARP Who is 202.254.1.1, tell
NCIVIgCItIOﬂ arrows ma ke |t eusy to Jump INFO(wan): Setting IPv4 default target to 202.254.1.2
INFO(wan): Sending ARP Request for 202.254.1.2 to ff:ff:ff:ff:ff:ff

0>>>(wan) : b@:75:0c:6b:6b:31 e ffaf s Tr ARP Who is 202.254.1.2, tell
between Comments. I INFO(setup): Configuring IPv4 tunnels '

INFO(setup): Configuring remote host on WAN interface with IP 3.3.3.3

\ INFOiremoteHost : Settini IPv4 MTU to 1492

28



CDROUTER | Results

(¢} /A Not Secure astro,

< /} q(] | CDRouter HOME DEVICES CONFIGURATIONS PACKAGES SUPPORT

pstart 20231108091511 WV @Fiese || Filterlogs.. Alllines - |@packets

© Hide comments | Test result: pass (00:25) Additional filters.

1 CEL AV GBS ¢ AlALAULAEANY HELWUI R ALSl TULSS
INFO(netlink): ethernet interface eth5 link is DOWN
INFO(netlink): ethernet interface eth6 link is DOWN

| SECTION(setup): Starting WAN interface 'wan' mac=b0:75:0c:6b:6b:31 (eth5,ethernet)
INFO(setup): Waiting for ethernet interface eth5 link to come up
INFO(netlink): ethernet interface eth5 link is UP
INFO(setup): Interface wan Link Information:
Speed: 1000Mb/s
Duplex: Full
69 Auto-negotiation: on

| SECTION(setup): Enabling IPv4 on interface wan, mode: PPPoE
INFO(wan): Adding ARP entry for 202.254.1.1 at ff:ff:ff:ff:ff:ff
INFO(wan): Sending ARP Request for 202.254.1.1 to ff:ff:ff:ff:ff:ff

I 0>>>(wan) : b0@:75:0c:6b:6b:31 VAT A PR T EA LT ARP Who is 202.254.1.1, tell 202.254.1.1
INFO(wan): Setting IPv4 default target to 202.254.1.2
INFO(wan): Sending ARP Request for 202.254.1.2 to ff:ff:ff:ff:ff:ff

I 0>>>(wan) : b0:75:0c:6b:6b:31 ff:ffaffiffoffafe ARP Who is 202.254.1.2, tell 202.254.1.1
INFO(setup): Configuring IPv4 tunnels
INFO(setup): Configuring remote host on WAN interface with IP 3.3.3.3

\ INFOiretheHuSt : Settini IPv4 MTU to 1492 /

Tip #6: Make Analysis Easier
with (69 line highlizhting

Log line highlighting is an easy way to
call attention to important information
and aid navigation.

Click on a log line number to toggle
between four built-in highlight colors
(yellow, blue, red, and green).

Highlights are persistent just like
comments.

Use highlights and comments
together to bubble information up.

29



Tip #6: Make Analysis Easier

with relefive timestamps

CDRouter supports both absolute and 0 COROUTER | Resuts
relative timestamps. € > C Antseam asio

< /} qG I CDRouter HOME DEVICES CONFIGURATIONS PACKAGES SUPPORT

Absolute timestamps are displayed by
default. Relative timeStOmpS are very P start 20231108091511 I IV R GFilesw | | Filterlogs.. Alltines -~ Epa
useful in Certoin Situotions_ © Hide comments | Test result: pass (00:25) Additional fi

C||C|( oNn dad t|mest0mp to Set |t ads the new | SECTION(setup): Enabling IPv4 DHCP client on LAN interface lan 1

INFO(lan): Setting IPv4 MTU to 1492

INFO(lan): Starting DHCP client, waiting up to 90000 msec to obtain IPv4 address
zero reference and toggle between ~—

H . | 00:00:00.000 0>>>(1an): 0.0.0.0 255.255.255.255 DHCP DHCPDISCOVER - Transaction ID 0x8027e6d6
absolute and relative displays. INFO(Lan) : Waiting up to 5 seconds for DHCPACK packet
I<<<(lan): cc:2d:e@:a3:e0:33 3 L R ARP Who is 192.168.88.250, tell 192.168.88.1
I<<<(lan): cc:2d:e0:a3:e0:36 01:80:c2:00:00:00 802.2 LLC Spanning Tree BPDU
I<<<(lan): 192.168.88.1 192.168.88.250 DHCP DHCPOFFER - Transaction ID 0x8027e6d6

M ° \/' ‘t th t f INFO(lan): Received DHCPOFFER, xid 8027e6d6
Pro tlp. |SI e SyS em pre erences poge INFO(lan): Server 192.168.88.’1 offered IP address 192.168.88.250
WARNING(lan): Received DHCP Offer with address outside configured client pool: 192.168.88.250

tO SeleCt from tWO timestomp formOtS: INFO(lan): Sending DHCPREQUEST with xid 8027e6d6
| 0>>>(1an): 0.0.0.0 255.255.255.255 DHCP DHCPREQUEST - Transaction ID 0x8027e6d6
. hh:imm:ss.sss

I<<<(lan): 192.168.88.1 192.168.88.250 DHCP DHCPACK - Transaction ID 0x8027e6d6
INFO(lan): Received DHCPACK, xid 8027e6d6
. . INFO(lan): Address accepted, configure IP with 192.168.88.250/255.255.0.0, gateway 192.168.88.1

2. YYYY_ MM_ DD hh.mm.SS.SSS INFO(lan): Received DNS server 192.168.88.1, domain ''

INFO(lan): DHCP lease expires on: Wed Nov @8 09:25:36 EST 2023 (600 seconds)

INFO(lan): Adding ARP entry for 192.168.88.250 at ff:ff:ff:ff:ff:ff

INFO(lan): Sending ARP Request for 192.168.88.250 to ff:ff:ff:ff:ff:ff

| 0>>>(1lan): b0@:75:0c:c3:2e:f7 e e ARP Who is 192.168.88.250, tell 192.168.88.250

INFO(lan): Changing from IPv4 address 0.0.0.0 to 192.168.88.250




Plant a flag on specific test logs that are
important. Sort on the flag column to
quickly bring these tests to the top of the
list.

Like flags on test logs, important test
results can also be starred.

Use flags, stars, and tags to organize your
CDRouter data!

/

\

Tip #6: Make Analysis Easier

with stars and flags

CDROUTER | Results

Cc /\ Not Secure astro

4 galCDRouter

Results

Show
Current Results

Filters ciearall

All Devices
Filter by package name...

Filter by testcase...

Popular Tags

Show all tags | Clear selection

DEVICES C(¢

2 Diff Results

20190701

20221121

20211024

@ ga | CDRouter HOME DEVICES

CDROUTER | Results

Cc /\ Not Secure astro

CONFIGUR,

| Status

v Test Results © Security Aler
20201001213101
Filter Test:
COMPLETED 100%
All Tests The package completed successfully

USP Conformance
Package

Enter test name USP Conformance - 160 testcases, runs nc

Test Navigation

Jump to
Enter test name v 00:00 usp_conforman
v 00:00 usp_conforman
€« Prev Failure Next Failure =
v 03:43 start
v 00:01 usp_conforman

AA.AN S - N



Tip #7: Configure
Performance Settings
for Each Client

Run the new perf-client test cases




1+ [SECTION “"About" {

Configuration Name

Config name

Tip #7: Configure Perf Settings for Each Client

Check your existing
configuration file..

. SECTION "Base Confiauration" {.}

Ldeally, you should upgrade yoor

configuration files each time you
install newer CDRovter §

33

[

Netgear RAXE300 Basic Perf - wifi0-acn - 5 - 80MHz
Test DHCP on 802.11ax in 802.11ac mode

TP-Link AX6000 Basic Perf - wifi0-acn - 2.4 - 20MHz
TP-Link AX6000 Basic Perf - wifi0-acn - 5 - 80MHz

TP-Link AX6000 Basic Perf - wifil-ax - 2.4 - 20MHz

ENNNSS*

..and Upgrade, if
necessary.

You can also Upgrade
multiple configurations
at the same time!

LAST MODIFIED

2023-10-27

2023-04-11

2023-10-05

2023-10-27

2023-10-05

2023.10.05

Upgrade Config

q Config files generated in previous releases of CDRouter can be upgraded to the latest

| config file format.

Please note that any comments in the original config file will be removed during the
upgrade process.

For more information, please consult this knowledge base article
https://support.qacafe.com/cdrouter/knowledge-base/how-do-i-upgrade-a-config-

1 file/

Backup original config during upgrade process

Underctand these caveafs
before you vse this feature!
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https://support.qacafe.com/cdrouter/knowledge-base/how-do-i-upgrade-a-config-file#notes-and-caveats

Tip #7: Configure Perf Settings for Each
Client

» [SECTION "About" {«}

20 » SECTION "Base Configuration" {«}
Find the MUltIpOI‘t 29, SECTION "CDRouter DOCSIS Add-On" {«~}

SeCtlon Wlthln the 123 » SECTION "CDRouter IKE Add-On" {~}
CDRouter 1191
Configurotion flle 1192 » SECTION "CDRouter IPv6 Add-On" {«}

J.ﬁECTION "CDRouter Multiport Add-On" { \

1428 » SECTION "Additional WAN Interface Setup" {«}

SECTION "Additional LAN Interface Setup™ {

IGNORE testvar group lan2 {~}

: \ Lemember to remove
- the TGNORE
keyword /

» SECTION "CDRouter Performance Add-On" {+~}




Client

.just like you would
for the main/initial
client group.

testvar_group lan2 {

SECTION

SECTION

SECTION

SECTION

SECTION

SECTION "IPv4 LAN" {-}

SECTION "IPv6 LAN" {-}

SECTION "Parental Controls"™ {«}

SECTION "CDRouter Performance Add-On" {

SECTION

SECTION

SECTION

SECTION

SECTION

SECTION

SECTION

"Basic Configuration" {1}
"Performance Settings" {-~}
"WAN Download Thresholds" {«}
"WAN Upload Thresholds" {«~}
"LAN to LAN Thresholds" {~}
"Application Thresholds" {«}

"Advanced Options" {~}

> v SECTION "CDRouter Performance Add-On" {

"Basic Configuration" {~}

"Performance Settings" {-}

"WAN Download Thresholds" {«~}

"WAN Upload Thresholds"” {«}

"LAN to LAN Thresholds™ {«}

Tip #7: Configure Perf Settings for Each

Edit the
performance
settings for each
testvar_group
(LAN client

group)...

Jhe masn Performance
configuration Seclion is Stilll
used for the main’group of (AN
clienlts that were defined



Test Selection

= Show Test

All

BBF.069(125)
CDRouter (798)
DOCSIS (110)

IKE (58)

IPv6 (732)
Multiport (122)
Performance (1882)
PRPL High-Level APl
SNMP (81)

Security (78)
Storage (174)
TR-069(3452)

USP (1854)

Custom

Modules

fixed-dscp-perf-upload.tcl (1 i
fixed-dscp-perf-upload-vé.tc
fixed-rate-perf.tcl (192)
fixed-rate-perf-10.tcl (384)
fixed-rate-perf-10-vé.tcl (38
fixed-rate-perf-2-5.tcl (308)
fixed-rate-perf-2-5-vé.tcl (3C
fixed-rate-perf-vé.tcl (192)
perf-client.tcl (4)
perf-client-vé.tcl (4)
pETTTaTT T
perf-lan-vé.tcl (9)
perf-mcast.tcl (2)
perf-mcast-lan.tcl (2)
perf-mcast-lan-vé.tcl (2)
perf-mcast-vé.tcl (2)
perf-multi.tcl (4)
perf-multi-vé.tcl (4)
perf-vé.tcl (12)

perf_client_1 - IPv4 TCP download throughput test WAN to LAN
perf_client_2 - IPv4 TCP upload throughput test LAN to WAN
perf_client_3 - IPv4 UDP download throughput test WAN to LAN
perf_client_4 - IPv4 UDP upload throughput test LAN to WAN

Tip #7: Configure Perf Settings for Each
Client

Search

Tests

New performance test
modules that will generate
and measure data traffic
based on what is set per
testvar_group

(LAN client group)

+ Add 2 module(s)




Tip #8: USP
*=¥ Scenario Scripts

Customize your USP testing



Design your scenario
seript from these
avasilable Commands

Tip #8: USP Scenario Scripts

| Basic Actions
Get

| Set

Add

Delete
GetSupportedDM

Getinstances
GetSupportedProtocol

Operate
Open
Delay
WaitFor

MetricEval

Description

Sends a USP Get message to the agent from the configured controller.

Sends a USP Set message to the agent from the configured controller.

Sends a USP Add message to the agent from the configured controller.

Sends a USP Delete message to the agent from the configured controller.

Sends a USP GetSupportedDM message to the agent from the configured controller.
Sends a USP Getlnstances message to the agent from the configured controller.

Sends a USP GetSupportedProtocol message to the agent from the configured
controller.

Sends a USP Operate message to the agent from the configured controller.
Opens a connection to the agent from the configured controller.

Pauses execution of the next action for a specified amount of time.

Waits for a Notify message of a specific type from the agent.

Controls whether or not the actions will trigger PASS or FAIL metrics.
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Seenario ccripts
allow you to retrieve and

validate data on the DUT

Tip #8: USP Scenario Scripts

USP my_scenario {
GetSupportedProtocol

Get {
parameter Device.lLocalAgent.EndpointID
verify Device.LocalAgent.EndpointID "o0s::012345-0242CAFE©502"
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Tip #8: USP Scenario Scripts

USP my_ scenario {

Set {
parameter Device.LocalAgent.Controller.1l.ProvisioningCode "newcode" 1

. . }

Seenario scripts can afco
3 WaitFor {
cof'lﬂyl{/’eyal(/’ Dﬂfﬂhﬂ/ timeout 69
5 ValueChange {
Vevvt;'thuh£3’ verify path Device.lLocalAgent.Controller.1.ProvisioningCode
verify value "newcode"
}
}
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Tip #8: USP Scenario Scripts

Full docomentation and instructions avarable

on the @A Cafe Support site:

USP Scenario Scripting Guide

https://support.qacafe.com/cdrouter/user-guide/usp-scenario-scripting/
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https://support.qacafe.com/cdrouter/user-guide/usp-scenario-scripting/

Step 7
Create and edit your scenario

seript on your CORsvter system

Tip #8: USP Scenario Scripts

Activities Applications ~ Places v Terminal Nov 22 4:30:25PM

vim /usr/cdrouter-data/custom/usp/my-usp-scenarios.usp

File Edit View Search Terminal Help

USP my scenario {
Get {
parameter Device.lLocalAgent.EndpointID
verify Device.lLocalAgent.EndpointID "o0s::012345-0242CAFE0502"

{

path Device.LocalAgent.Subscription.

parameter ReferencelList Device.lLocalAgent.Controller.1l.ProvisioningCode 1
parameter Enable 1 1

parameter ID subl

parameter NotifType ValueChange 1

instance subl

{

parameter Device.lLocalAgent.Controller.1l.ProvisioningCode "newcode" 1

-- INSERT --
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Slep 2:
Update your confiz file with the

path Lo your scenario scripl

SECTION "USP Scenarios" {

testvar uspScenarioPath

Tip #8: USP Scenario Scripts

/usr/cdrouter-data/custom/usp/my-usp-scenarios.usp
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Step 3:

Update your fect package Lo ran your scenario seript

Tip #8: USP Scenario Scripts

[ " Testists

§
e

All

CDRouter-Application (288)
CDRouter-BBF069-Certificatio
CDRouter-DNS (286)
CDRouter-Docsis (101)
CDRouter-DOCSIS {101)
CDRouter-1Pv4-CPE (155)
CDRouter-1Pv6-CPE (317)
CDRouter-1Pv4-Top-100 {100)
CDRouter-Multicast (62)
CDRouter-Security (203)
CDRouter-Top-100 {100)
CDRouter-TR-062(39)
CDRouter-USP-Certification (7:
CDRouter-Wireless-AP (131)
RDK-Docsis-IPvé (24)
RDK-Ethernet-1Pv4-1Pvé (731)
RDK-Wireless-1Pv4 (346)
RDK-Wireless-1Pvé (277)

+ Add 1 module(s)

ES

Al
BBF.069 (125)
CDRouter (798)
DOCSIS{110)

IKE(58)

IPv6(732)

Multiport (122)
Performance (1882}
PRPL High-Level API (3)
SNMP (81)

Security (78)

Storage (174)

TR-069 (3452)

USP (1854)

Custom (1)

All
usp.tcl (30)
usp_annex_a.tcl (76)
usp_basic.tcl (4)
usp_conformance.tcl (192)
usp_datamodels.tcl (5)
USP_Device2_profiles.tcl (794)
usp_dns_sd.tcl (8)
USP_FAPService2_profiles.tcl (2
usp_functional_1_1.tcl {165)
usp_multi_controller.tcl (6}
USP_RDKB_profiles.tcl (61)
usp_smm.tcl (8)
USP_STBServicel_profiles.tcl (8
USP_StorageServicel_profiles.ts
usp_tr69_dual_management.tcl |
USP_VoiceService2_profiles.tcl {

General USP configuration testing for user defined USP scenarios

usp_scenario_1 - Execute all defined scenarios or single scenario
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Tip #8: USP Scenario Scripts

Each command from your script is
given a ,mrf//éu‘/ recult in the log file

5 INFO{cdrouter-7602): Starting test usp_scenario_1 (7602)
SECTION(cdrouter-7602): Starting CWMP Scenario 'Scenario_1° ¢3

PASS:
PASS:

Controller received a GetResp
Device.localAgent.EndpointID matches the expected value: 'os::012345-0242CAFE0502°

INFO(cdrouter-7602): Not checking faultcodes for parameter Device.lLocalAgent.EndpointID

PASS:
PASS:

USP Controller received a AddResp
USP Controller received a SetResp

SECTION(cdrouter-7602): Waiting 60 seconds for ValueChange €D

PASS:
PASS:
PASS:
PASS:
5 PASS:
PASS:
PASS:
PASS:
5 PASS:
PASS:

Found ValueChange event with the expected param_path: 'Device.localAgent.Controller.1.ProvisioningCode’
Found ValueChange event with the expected param_value: "newcode’

USP Controller received a DeleteResp

USP Controller received a GetSupportedDMResp

Found Command Device.Reboot() in GetSupportedDMResp

Found Param Device.DeviceInfo.HardwareVersion in GetSupportedDMResp

Found Event Device.Boot! in GetSupportedDMResp

USP Controller received a GetInstancesResp

USP Controller received a GetSupportedProtocolResp

Test usp_scenario_1 (7602) passed




Tip #8: USP Scenario Scripts

Bootlstrap scenarios are run during ‘ctart”
to alfow you fo configure DUT before running fests

SECTION "USP Scenarios" {
testvar uspScenarioPath /usr/cdrouter-data/custom/usp/my-usp-scenarios.usp

testvar uspScenarioBootstrap  /usr/cdrouter-data/custom/usp/boot-scenarios.usp
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Tip #8: USP Scenario Scripts

Seenario seript files may conlarn

ma/ﬁ,'b/e scenario instances. Each has a unigue name

USP scenario_A {
GetSupportedProtocol

Get {
parameter Device.localAgent.EndpointID
verify Device.LocalAgent.EndpointID "o0s::012345-0242CAFE@502"

}

USP scenario_B {

Set {
parameter Device.lLocalAgent.Controller.1.ProvisioningCode "newcode" 1

}
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Tip #8: USP Scenario Scripts

Enable Single Mode” to run each individual ‘ccenario”
in a separate Ject inctance

SECTION "USP Scenarios" {
testvar uspScenarioPath /usr/cdrouter-data/custom/usp/my-usp-scenarios.usp

testvar uspScenarioSingleMode yes
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Tip #8: USP Scenario Scripts

In Single Mode, each scenario ic run in a separate fest inctance
and given fc own pass/fail reculf

TEST NAME DESCRIPTION

v 00:30 usp_scenario_1 Execute all defined scenarios or single scenario

X 01:01 usp_scenario_1 Execute all defined scenarios or single scenario
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Tip #9: Define
Stability Metrics

Run stability tests over defined time periods




What is stability testing and why is it
important?

= Stability testing is the continuous verification of device
functionality and performance over long periods of time.

= It often reveals issues that may otherwise be hidden if
testing is focused solely on functional or performance
verification.

= Stability testing highlights how normal functional protocol
interactions impact performance over time and vice-versa.
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Stability testing
reveals time-based
functional &
performance issues
like this

CDROUTER | Visualize

(&) A\ Not Secure  pod61

@ ga | CDRouter HOME

Performance Al
20231107195444

Graph Options
Max Throughput

auto =

ildle

Why stability testing is important
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Jlll Visualize Result 1l Visualize Package

Application Throughput for_stability test, performance + functional

Run 2023-11-07

02:00 04:00 06:00
Time

08:00

n
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CDRouter 13.21.0 (100264 release_13_21), built 2023-11-15 17:24:49 running on pod61 [10.0.2.61] © 2023 QA Cafe
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CDROUTER | Packages X =+

< C A NotSecure astro/pa

‘ /’ qu I CDRouter HOME DEVICES CONFIGURATIONS RESULTS

Tip #9: Define

Testlist items can be Package Name Configuration

og® [ ]
Stability Metrics = |
multiple items at once by holding DUTl _ 12 hour Sta blllty teSt

Ctrl or Shift (try Cmd or

Shift onaMac) Description Device
Define your stability test metrics in terms

of time. For example, 6, 12, and 48 hours. ]
Create test packages that verify stability El i

. Other packages cannot include this package's testlist in their own testlist. ORunthis packageat 00 ~ :
over these periods. New package level optonsSummany
OQtionS Odded in CDROuter ]3']7 mo ke No testcases, stop after 12 hours (interrupt the current test)
this very easy!

Options
\ Test Execution Retries Advanced
Run these test packages to measure ki

DRetryafailedtes! upto times Oshuffle test order. Optional shuff

Sto b i | ity O n d q u O | ify/vo | id O te n eW Loop the package oncev Dstopaﬁer falliires (D Additional CLI arguments
devices and firmware. S— P T—

Owait seconds between each test case

Stopv | the package after 12 hours ~

Interrupt current test

ildle CDRouter 13.20.1 (aa%9féec) runr



https://www.youtube.com/watch?v=gYqYYEXDtH8&t=12s
https://www.youtube.com/watch?v=gYqYYEXDtH8&t=12s

Lab Network
Switch

Run stability tests in parallel

WAN Connections

WiFi

LAN Connections

Stability testing takes time!

Add additional test
instances to your system so
that you can run functional,
performance, and stability
tests in parallel,

Parallel testing reduces test

time and increase test
throughput.
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Set Ethernet linkspeed

o lanSetEthLinkSpeed &
wanSetEthLinkSpeed

New edsy-to-use test lists included
in CDRouter

o RDK-B, DNS, Wireless, USP cert, & Other new
more features

Parallel testing support for wireless
and ICS

Synaccess remote power for
restarting DUT




Resources

https://www.gacafe.com/cdrouter-training

https://www.gacafe.com/how-to-build-automated-test-strategy-quide/

https://www.qacafe.com/resources/cdrouter-tips-and-tricks-for-2023/

Stay upgraded! Latest release: 13.21

qalCloudshark ga|PassPort


https://www.qacafe.com/cdrouter-training
https://www.qacafe.com/how-to-build-automated-test-strategy-guide/
https://www.qacafe.com/resources/cdrouter-tips-and-tricks-for-2023/
https://www.qacafe.com/test-solutions/passport/

